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Abstract: With the growing pervasiveness of Virtual Reality, Augmented Reality, Mixed Reality
and Digital Twins combined with Artificial Intelligence, 5G networks and the omni-present 2D
Web, we are entering into a new era, characterized by a multi-modal entangled combination of
previously disparate realms of IT with human and social cognitive systems. This process of en-
tanglement is arguably leading to a new, qualitatively different kind of reality, in which the bor-
ders between the physical and digital world, as well as digital representations and simulations
thereof are becoming increasingly fuzzy. Based on these developments, the paper re-interprets
some well-known concepts – including virtual reality, augmented reality, mixed reality, as well
as virtual / digital simulations and virtual / digital twins. Based on these new interpretations,
the paper introduces the higher-level structures of Digital Reality (DR) and Internet of Digital
Reality (IoD). It is argued that these structures can lead to a better understanding of the new
possibilities afforded to humanity by pervasive digital technologies.
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1 Introduction

With its rapid evolution in the past decades, modern information technology has
arguably led to a fundamental re-shaping of the landscape of human cognition,
for better or worse [1, 2]. However, regardless of the ways in which individual
capabilities, behaviors and socio-cognitive structures are impacted, digitization is a
phenomenon that is not only here to stay with us, but can also be expected to
deepen in its pervasiveness within all aspects of the everyday human experience.
This development has led to a variety of new conceptualizations in terms of the co-
evolution of humans, machines, and computer networks – including human-machine
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entanglement, cognitive merging / co-evolution, singularity, and even post-humanism.
All of these concepts highlight the general idea that the border between humans
and technology is becoming increasingly fuzzy [3, 4, 5, 6], and all of them are
deeply investigated under the scientific discipline of Cognitive Infocommunications
(CogInfoCom) [6, 7].

This paper is based on this realization that humanity has reached an inflection point
in its social and technological evolution, and details how the continued deepening
of human-ICT entanglement can be expected to lead to a qualitatively new kind of
reality, referred to as the digital reality. In turn, the communication, management
and harmonization aspects of different segments of this reality are covered by the
concept of Internet of Digital Reality (IoD).

Note that the term ‘digital reality’ is not entirely new – Deloitte Consulting LLP and
the Consumer Technology Association have introduced ‘digital reality’ as a trade-
marked term to refer to “technologies and capabilities that inhere in AR, VR, MR, 360°
video, and the immersive experience, enabling simulation of reality in various ways” as
described in [8, 9, 10]. In this paper, our goal is to add more context and a wider
perspective to this term – focusing not only on the technology (how information
is visualized) but also highlighting artificial intelligence related, capability-oriented
and social cognition aspects. We also consider the ramifications of the concept of
digital reality in the emergence of a new kind of interconnectedness, referred to as
the Internet of Digital Reality (IoD). In a separate paper (Part II), we provide a more
in-depth discussion on the infrastructural background of IoD [11].

2 Key Concepts

In order to motivate and clearly delineate Digital Reality as a concept, we first take
a look at some related technological and social concepts. Our exploration involves
casting new light on some commonly held assumptions about the fields of virtual
reality, augmented reality, mixed reality and others. Based on these discussions, a
new perspective emerges which helps us define Digital Reality at the end of this
section. Later in the paper, the term ‘Internet of Digital Reality’ is further explored.

2.1 The Concept of Reality

First of all, it is important to clarify what we mean by the term ‘reality’. In this
paper, we use the working definition of reality as being a set of conceptions and per-
ceptions that form an integrated unit of comprehension, and create an understanding
of what is possible, desirable and actual.

As we will see later, this definition covers quite many details of human experience
at any given time and in any given historic moment. By ‘integrated unit of compre-
hension’, we mean that even if a reality is comprised of many different components,

– 226 –



Acta Polytechnica Hungarica Vol. 18, No. 7, 2021

at a higher level (the level of the reality), those components together create a new
meaning which does not exist at the individual level of the components. By high-
lighting what is possible, desirable and actual, we mean that a reality can shape our
experience at a basic level.

The definition also highlights the fact that as long as a set of possibilities, desires
or actual manifestations of the world are mutually exclusive, or alternatively, as long
as a set of possiblities, desires or actual manifestations are focused on entities that
cannot have a meaningful influence over one another, then we can speak of different
realities. For example, the files on one person’s computer and the files on another
person’s computer belong to different realities – at least in a technical sense – as
long as the two people are strangers to each other and live their lives in complete
independence of one another. At the same time, the files on one person’s computer
and the same person’s filing cabinet could likely belong to the same reality – the
given person’s reality – regardless of the former existing in digital form, and the
latter in physical form. These examples show that the concept of reality is orthogonal
to the dimensions of physical / digital, and real / virtual – an idea that may seem
counterintuitive at first, given the colloquial associations created by words such as
‘virtual reality’, generally used in to cover computer-generated 3D applications.

Expressed differently, the fact that virtual reality, augmented reality and physical
reality are treated as different concepts today (based on the medium through which
they are primarily accessed) merely shows that the technology behind them has
not (yet) achieved a level of pervasiveness based on which we are able to access,
manipulate and organize the same information regardless of the medium we are
using. If this were the case, virtual and physical reality would significantly overlap.

2.2 Layers of virtuality

In its colloquial sense, the word ‘virtual’ is often used to refer to something that
is not real, but is a manifestation that somehow resembles a real counterpart. Al-
though widespread associations behind the term ‘virtual’ most often have to do with
digital manifestations that resemble physical objects, we consider this interpretation
to be limited, especially from the perspective of the definition of reality provided
in Section 2.1. For this reason, we consider any manifestation to be ‘virtual’ that
has a referential aspect, regardless of whether that manifestation appears purely in
someone’s imagination, or in a specific physical or digital solution, and regardless of
whether it points to a real (physical) or a purely imaginary concept, or to a specific,
concrete object (i.e. an instantiation of a concept).

Going deeper into this term, we note that:

• the term ‘virtual’ is not an absolute term and (contrary to the commonly
held viewpoint) is not even necessarily digital – e.g. both a card game on
a table or a 3D digital game can be thought of as virtual, depending on
what realities the cards and the games themselves refer to. A tangible user
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interface (a TUI, which is completely physical) can be considered as a virtual
tool, provided that it refers to (controls and / or is updated in synchrony
with) a ‘backend system’ (whether digital or physical – though mostly digital
in the original formulation of TUIs [12, 13]). Similarly, open-air museums
of traditional villages (e.g. Skansen) can be considered as ‘virtual’ (despite
being physical and not even referring to anything digital), as they represent an
architecture and way of life from a bygone era (to visit Skansen is to visit a
location that resembles a typical village from the past). Based on the above,
the term ‘virtual’ can be conceived of as a relative term that focuses on an
aptly defined border between artificial and natural, or some constructed reality
and a base reality;

• the term ‘virtual’ does not necessarily refer to visual (or visual only) manifes-
tations. While most people associate the term ‘virtual’ (as in ‘virtual reality’
described below) with visual inputs, resemblance to the referent counterpart
will in general depend on the context - whether that counterpart has a visual
appearance (either in 2D or 3D), or if it has affordances in other modalities,
or if it is purely an abstract concept. Note that in some interpretations, such
as in the framework of embodied cognition, nothing exists that is purely ab-
stract (i.e., divorced from the spatial experience / spatial interactions of the
human mind-body) [14], we can at least assume that it is possible to distin-
guish among concepts that are closer to or more removed from physical reality
[15, 16].

In summary, it is possible to characterize both physical and digital objects that
are perceived by humans as being virtual to a different extent, depending on their
proximity to the reality they refer to. A digital representation of a physical object that
in its specific form does not exist in reality can seem more virtual (less real) than a
digital representation of an object (an instantiation of the concept) that specifically
really exists in physical reality. By contrast, physical objects (like paper money) can
often seem even less virtual, though in a sense they are absolutely virtual in that they
are an abstraction that correlates with someone’s services to society as recognized
by that society.

2.3 Characterizing Realities by Degree of Physicality: Virtual, Aug-
mented and Mixed Realities

According to the commonly held view, virtual reality (VR) refers to a higher-level
arrangement of computer-generated and visually displayed objects that resemble ob-
jects in physical reality.

However, as described above, the concepts ‘reality’ and ‘virtual’ are orthogonal to
the medium or specific technology that is being used. Therefore, in much the same
way as the term ‘virtual’, ‘virtual reality’ can be conceived of as any artificially
constructed environment (whether physical or digital) that contains virtual objects. It
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is important to point out that VR can be similar to or completely different from the
real physical world, and can be experienced using both physical or digital tools. In
other words, the sign / symbol and the referent (i.e., the referred-to) ‘components’
of a virtual reality can be either physical or digital, in any combination.

Today, VR is typically implemented on digital devices (usually 3D displays) and
most recently it has become associated with 3D glasses, which provide an immer-
sive experience into a complete virtual environment generated by computers. In this
regard, VR is generally considered as a set of 3D visualizations describing any
artificial or real world (although other perceptual modalities like auditory, haptic,
somatosensory and olfactory cues can also be relevant. However, the fact alone that
an environment is 2D (and not 3D), not primarily visual (as opposed to visual),
augmentative (in the sense that it does not ‘shut out’ the physical environment as
opposed to being completely immersive), or physical (as opposed to digital) – in-
deed, any combination of the above – does not mean that the environment cannot
be artificially constructed and that it cannot refer to other concepts or objects. Fur-
ther, it has no bearing on what kind of ‘mixture’ it represents between the physical
and the digital – one can be standing in an insulated room wearing a completely
immersive headset, and yet one’s thoughts and feelings can refer to concepts and
objects in any substrate, both physical and digital – hence refer to the same ‘reality’.
It can even be argued that VR is a novel kind of infocommunication tool, with di-
rect consequences to everyday life [17]. As we will see, this is an important feature
of all computer-generated realities, especially when considering their capability of
referring to realities at different levels of virtuality, as described later in Section 2.4.

Augmented reality (AR) most often refers to a computer-generated reality that in-
volves virtual objects presented on a visual field inside a physical environment. Note,
that as in the case of VR, an augmented reality need not necessarily be generated
by a computer. However, it is clear that the key distinguishing feature of AR as op-
posed to VR is that the user is primarily located in a ‘physical base reality’, which
is somehow augmented.

In general, the physical objects in the user’s environment can serve as fixtures that
can accommodate various data representations – e.g. a large dashboard or video
display might be projected onto an empty vertical surface like a wall, whereas a
more structured and single-purpose display like a clock might be projected onto a
smaller, flat surface like the top of a night stand. Since the human body is also a
part of physical reality, we consider any augmentation of the human body (e.g. with
wearable displays or bionic devices integrated into the body) as a part of augmented
reality.

Because of its supplementary nature to physical reality, AR is often also referred
as extended reality (XR). Also somewhat related to AR is the concept of mixed
reality (MR), which is defined as an environment in which “real world and vir-
tual world objects are presented together within a single display”, and that falls
“anywhere between the extrema of the Virtuality Continuum” [18] – a hypothetical
continuum between the two extremes of the purely physical and the purely virtual,
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encompassing both augmented reality and augmented virtuality. In the terminology
of the virtuality continuum, VR is regarded as a singular ‘limiting case’ in which
everything is purely virtual. All other realities are mixed by necessity. However, if
the notions of reality and virtuality are considered in the sense described in Sections
2.1 and 2.2, the notion of virtuality hinges not on a specific substrate (digital or
physical) and even a single reality can reach across the border between digital and
physical. This is well demonstrated by the fact that the terms virtual reality and
augmented reality are often used side-by-side or interchangeably [19]1.

As described in the following subsection, computer-generated realities can be char-
acterized not only based on the levels of virtuality in which and with which they
operate, but also based on the qualities of the ‘referent realities’ that are being
referred to by the objects and processes within those computer-generated realities.

2.4 Linking Together Realities via Representation and Simulation

Computer-generated realities derive their strong potential not simply from their abil-
ity to present objects that are reminiscent of physical objects in some abstract or
entertainment-driven sense, nor from their ability to overlay information about imag-
inary entities on physical objects. By the same token, their power isn’t necessarily
derived from the way in which they are merged with our ‘physical base reality’ –
whether they appear on portable, see-through displays or on the screen of a desktop
computer.

Rather, computer-generated realities are immensely powerful due to their ability to
“speak” to humans not just about concepts, but also about objects that exist in
different realities, using a varied language that includes both familiar objects and
abstract representations. In this subsection, the referential capabilities of computer-
generated realities (i.e. their ‘aboutness’ with respect to other realities) are described
via the concepts of simulation and twin representation.

A virtual simulation (VS) is a simulation of the 3D motion and changes in the geo-
metrical 3D representation of an object (whether physical or abstract) in a computer-
generated or in a physical environment. Note that although in most cases, virtual
simulations involve depicting the appearance and motions of a physically existing
object in a computer-generated world, the definition of VS nevertheless allows other
combinations between the physical and non-physical to refer to each other, as long
as both the sign / symbol and the referent have temporal geometric properties. This
is the reason why a purely abstract process, like the training process of a deep neural
network, can also be the subject of a virtual simulation, if the goal is to show some
(simplified, aggregated) aspects of the training process to e.g. a group of students
or experts using graphical (geometric) concepts. In this sense, any graphical model
that has a temporal dimension can be considered as a virtual simulation, when the
temporal dimension is being explored. In any case, a VS by definition focuses on

1 For a concise historical overview of both VR and AR applications, see [20].
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the visualization of geometrical properties and / or motion in 3D.

In some sense more generally, and in another more specifically, a digital simulation
(DS) is a computer-generated simulation of a temporal process (whether a real,
physical, purely imagined or digital process). In the case of DS, the 3D virtual
(geometric) representation of various objects is not in primary focus (or, in the
extreme case, has no meaning at all), since the purpose is to represent processes,
which by necessity appear as changes through time, using digital technologies. The
concept of DS therefore includes components that may abstract away from the ‘high-
fidelity visual replica’ viewpoint of VR and can be considered as a digitized version
of a given physical process, either actually taking place or imagined. In some cases,
even the potential future states of the system can be estimated (or simulated) and
presented to users, thereby providing a ‘multi-state’ representation. Returning to the
previous example of simulating deep neural networks, if the goal is not to present
the workings of the model to humans, but rather to run it in order to obtain viable
estimates for certain hyper-parameters (which are then later used as a part of the
‘real’ training process), then this hyper-parameter search can be considered as a
digital simulation.

Note that both VS and DS can be used to simulate purely mental or digital phenom-
ena (i.e. objects and processes can refer to cognitive objects and cognitive represen-
tations of processes, or to processes that are already being run on computers). Due
to its process-based quality, in an extreme case, DS does not necessitate the use of
any specific 3D representation from the physical world – whereas in the case of VS,
the 3D representations are by necessity object-based as they involve the transmission
of geometrical properties.

Moving further on in our exploration of bridges between physical and mental /
computer-generated realities, it is useful to consider the concepts of virtual twins
and digital twins.

A virtual twin (VT) is an object that refers to another (referent) object in a differ-
ent reality, and whose geometric appearance is continuously updated to reflect the
geometric appearance of that referent object. VT primarily refers to a high fidelity
geometric copy with a photo-realistic visualisation of various physical features such
as color, materials / textures etc. in VR. The 3D motion of a VT can also be syn-
chronized in real time with that of its counterpart, in cases where the VT is used
to control the real object, or the real object is used to control the VT (control /
monitoring). In practice, the motion of the 3D representation of the VT is based on
a combination of information from simulations (VS) and the real object. In general,
we can say that if there are two objects, one being a real physical object, and the
other one represented in VR, and the two are purposely similar in visual appearance
and in 3D motion, then the application is an instance of a VT.

A digital twin (DT) is an extension of VT with DS, such that not only the 3D visu-
alisation and 3D motion of an object is in focus, but all process-based functionalities
and interactions of and with the object(s) is represented, even when no direct 3D
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Figure 1
Key concepts introduced in Section 2. As the bottom of the figure shows, augmented reality augments a
physical manifestation with concepts – possibly both real or abstract. Augmented virtuality on the other

hand augments a digital manifestation with real or abstract concepts. Virtual reality is taken to integrate both
of these possibilities, since the manifestation of VR can be both digital or physical (as in the case of an
open-air historic replica of a bygone era). As the top of the figure shows, simulations and twins can be

represented as a combination of concepts, manifestations, temporal representations and (in the case of twins)
objects. The categories of virtual / digital and simulation / twin constrain some of these dimensions – i.e.

virtual simulations / twins focus on geometry, while digital simulations / twins focus more on abstract state,
and also, digital simulations / twins are constrained to the digital world, whereas virtual simulations / twins

can be both physical and virtual.

geometrical representation for the given phenomenon exists. DT extends the concept
of VT with user interactions and various further functionalities that are based on
DS or obtained via a connection to the referent object. In general, if there are two
objects, one being a real physical object and the other represented in VR, and the
two are not only visually similar but can also be interacted with in similar ways and
in synchrony, then the application is an instance of DT.

2.5 Summary of Key Concepts

To summarize, virtual, augmented and other mixed realities are arrangements of
virtual objects, i.e. objects that in some way resemble a counterpart from a different
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Environment Symbols Referents

Physical / Digital Physical / Digital Geometric / Static / Real /
Abstract Temporal Imagined

Virtual reality (VR) P/D P/D G/A S/T R/I

Augmented reality (AR) P P/D G/A S/T R/I

include as components:

Virtual simulation (VS) P/D P/D G T R/I

Digital simulation (DS) D D A T R/I

Virtual twin (VT) P/D P/D G T R

Digital twin (DT) D D A T R

Table 1
Summary of concepts defined in Section 2. As indicated in the subheaders of the columns, the letters P, D,

G, A, T, R, and I stand for Physical, Digital, Geometric, Abstract, Static, Temporal, Real and Imagined,
respectively.

reality - whether physical, digital, real or imagined. The purpose of such realities can
be, but is not necessarily to convey any immediate message about these counterparts;
instead, their purpose can simply be to provide an aesthetically pleasing experience,
or to serve as a medium (an environment) of communication through which other,
related concepts can be conveyed more easily [17]. The main distinction between
virtual and augmented reality is that an augmented reality is by necessity primarily
physically based, with some (physical or digital) extensions. Even the physical or
digital augmentation of the human body (viewed as a physical substrate) can be
considered as an augmented reality, if it has the qualities of a reality as defined in
Section 2.1.

Virtual and digital simulations, as well as virtual and digital twins can be seen as
components that may be integrated into a virtual or augmented reality. At a con-
ceptual level, virtual simulations and digital simulations can be defined as temporal
representations of changes in the physical appearance, or in the state of some refer-
ent objects. Note that these referent objects need not actually exist in another reality
(i.e. can be purely imagined), and the main focus is on temporal changes in the
states of referent objects that may possibly exist.

Finally, we have defined virtual twins and digital twins as representations whose state
evolves with the states of some referent objects which actually exist in a different
reality. The purpose of such representations is to support the control and monitoring
of systems that exist in a base reality that has a unique importance.

A summary of these concepts is provided in Table 1 and in Figure 1.
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3 Definition of the Digital Reality

3.1 Deepening Pervasiveness of 2D Digital Environments

The term 2D digital environment (2DE) refers to all software applications available
to users on their infocommunication devices, i.e. any digital feature that provides
2-dimensional visual and interaction surfaces, including all web applications, 2D
collaborative solutions and cloud based solutions that we use for work, entertainment
and digital social life can be considered as 2D digital environments.

2DEs have become a central tool in the lives of most people living in the developed
world for at least the past decade. However, the pervasiveness and influence of
these environments is now deepening, as a result of a confluence of factors enabling
automation at several different conceptual levels:

• Automation at the network level is leading to increased throughput and ge-
ographically more widespread availability, thereby enabling users to be pre-
sented with richer content in increasingly remote corners of the world.

• Automation dealing with big data solutions is allowing service providers to
gather more information about and better understand the habits and preferences
of their customers.

• Finally, artificial intelligence (AI) is making it possible to filter through this
deluge of information and enables a more efficient curation of digital content
in a context-sensitive way.

The net effect of these trends is not simply that humans are able to obtain the same
information faster, nor simply that humans are able to obtain more information at
any given time; but rather to release a catalytic process that is transforming our
everyday reality – which is to say, our conception and perception of what is possible,
desirable and achievable based on an integrated set of physical, digital and mental
concepts.

Today, the World Wide Web is not just an Internet-based set of technologies that we
use to access information and to send text, voice and / or video messages. Rather, we
can increasingly communicate with machines directly and they are also capable of
doing so with each other. Algorithms are ‘watching over us’, the big tech companies
can easily learn things about us that we ourselves do not know. Further, they are
able to obtain information that we willingly (or unknowingly) provide via a growing
range of modalities. As non-human entities are entering the public Internet, and are
evolving to a level where they can communicate, and eventually even decide / act
on their own based on sophisticated adaptive methods, the associated cognitive load
placed on humans is expected to be enormous [21].
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3.2 The Emergence of Cognitive Entities and Digital Reality

When a human is growing up in such a complex digital environment his or her brain,
mentality and complete psychological system is highly influenced (in many aspects
irreversibly). In addition, the vast information that is collected and processed by
AI algorithms is also qualitatively different compared to the past decades. In short,
both humans’ mental worlds and the digital world are influenced in a tight iteration
loop. As a result, a markedly hybrid system is emerging in which the human and
digital components are inseparable. This can be conceived of as the emergence of
the Cognitive Entity, in which artificial and real cognitive systems are co-evolved
to form qualitatively new capabilities [7, 22, 23, 24].

This view of humans will be even more relevant in the case of the coming genera-
tions. And it is based on this view, influenced by the concepts of VR, AR, VS, DS,
VT, DT, AI and others in the field of cognitive infocommunications (CogInfoCom)
[7, 6] that the concept of Digital Reality can be defined as follows:

A Digital Reality (DR) is a high-level integration of virtual reality (including aug-
mented reality, virtual and digital simulations and twins), artificial intelligence and
2D digital environments which creates a highly contextual reality for humans in
which previously disparate realms of human experience are brought together. DR
encompasses not only industrial applications but also helps increase productivity in
all corners of life (both physical and digital), thereby enabling the development of
new social entities and structures, such as 3D digital universities, 3D businesses, 3D
governance, 3D web-based digital entertainment, 3D collaborative sites and market-
places.

A key question that may arise is how a discussion on Digital Reality differs from an
analysis on “all digital solutions” or “everything that is digital”. In our view, the term
DR is more specific in that it refers to an integration of digital solutions that points
to and as a result, helps create a new reality that involves human immersion (via
co-evolution as discussed under Cognitive Infocommunications) and can be highly
contextual.

As an example, consider an ‘integration’ of a physical refrigerator, microwave oven,
smart stove and deep fryer along with their corresponding digital twins, together with
various further virtual objects in a shareable VR space, which also includes a 2D
digital environment of collaborative cookbooks, cooking notes, cooking blogs, and
video chats with a connection to the most renowned experts in the culinary arts. In
such an integration, with physical devices, functional replicas (for e.g. training and
visualization), documentations and even access to the world’s best cooks, the end
result is a mixed reality that embodies a qualitatively more advanced reality than
do its individual components - a digital reality for cooking. A DR like this might
also include AI algorithms for making suggestions as the user is doing the cooking,
or for aggregating the calories and nutritional value of the user’s consumption over
time, or for replenishing the supply of raw ingredients in a predictive manner.
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As demonstrated by this example, a digital reality should not be taken to mean ev-
erything that is digital; much rather, it defines a level of compactness, or concentrat-
edness of components (whether physical, digital, static, dynamic, pre-programmed
or AI-driven) that enables higher-level goals and functionalities to be formulated and
implemented. This ability of DR to stretch even our mental concepts (of what is
possible) and of extending our human capabilities in radically new ways is what
sets it apart from mere collections of digital tools. Of course, DRs involve digi-
tal tools (among others), but those tools are organized and integrated in a specific,
topic-oriented way. In short, DRs are capable of forming new realities analogous to
what we mean by the term ‘reality’ as a web of concepts and experiences in terms
of aspirations and actualization in real life.

4 Internet of Digital Reality

Based on the above, the Internet of Digital Reality (IoD) is a set of technologies
that enables digital realities to be managed, transmitted and harmonized in networked
environments (both public and private), focusing on a higher level of user accessi-
bility, immersiveness and experience with the help of virtual reality and artificial
intelligence. Connections among various cognitive entities also have to be handled
not only at the end user level of virtual reality displays and software, but also at
the levels of network protocols and network management, physical media (wired
or wireless), hardware interfaces, and other equipment. AI is a key component of
both digital reality and IoD, that enables a cohesion of context-driven content and
intelligent network routing to emerge. In this section, we provide a brief overview
of IoD. Further discussions of IoD, as well as its ramifications and the technologies
behind it can be found in [11].

4.1 Historical perspectives behind IoD

The Internet of Things (IoT) introduced the world of networked “things” – e.g.
sensors and actuators, wearables, digital twins – by integrating distributed compu-
tation with intelligent connections. Digital representations of physical entities in the
real world can thus be connected, interacted with, managed, and they are able to
communicate with each other even without constant human supervision.

The Internet of Everything (IoE) was defined by Cisco in 2013 as “bringing to-
gether people, process, data, and things to make networked connections more relevant
and valuable than ever before, turning information into actions that create new capa-
bilities, richer experiences, and unprecedented economic opportunity for businesses,
individuals, and countries” [25, 26]. A key difference between IoE and IoT is the
intelligence of connections. IoT is mostly about physical objects and concepts com-
municating with each other but IoE is what brings in network intelligence to bind
all these concepts into a cohesive system.
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The proliferation of fields called ‘Internet-of-X’ (X being something different in
each case, as in the case of e.g. Internet of Nano Things, Internet of Mission-
Critical Things, Internet of Mobile Things [27]) somewhat resembles the prolifer-
ation of more traditional fields focusing on different kinds of interactions – e.g.
human-computer interactions, human-machine interactions, human-robot interactions
etc. The emergence of such fields with similar concepts and methodologies (albeit
applied to different contexts) was part of the impetus behind the definition of cog-
nitive infocommunications (CogInfoCom) [6, 7, 24]. Similarly, we propose the term
‘Internet of Digital Reality (IoD)’ to partially integrate, partially complement and
more importantly augment earlier notions of the form ‘Internet-of-X’. After all, it
can be argued that the real motivation behind all of these technological directions
was always to merge, augment and share realities – an idea that is already present
(excluding the network aspects) in Digital Reality.

Perhaps the most relevant aspect of IoD is that it connects digital realities, that is,
combinations of technologies and data that create a higher-level functional integra-
tion. For example, IoD is the network through which combinations of 3D virtual
spaces and their real-world counterparts can be shared, together with all relevant
data and interactive support for extended capabilities.

4.2 Pillars of IoD

In one sense, IoD supersedes IoT and IoE where not only physical “things”, but also
complete digital reality are connected via a (public or private) network.

Today, cognitive entities and virtual / digital twins are strongly based on Internet
connections [28]. Pillars of the Internet of Digital Reality include:

• Cognitive entities (qualitatively new capabilities emerging via a combination of
machines, "things", sensors, AI, digital twins, avatars, algorithms, bots, RPA,
higher level organizations etc.) interacting in the digital realm

• Information (data, web content, control)

• Communication networks (intelligent connection, wired and RF physical lay-
ers, public and private networks)

• Artificial intelligence, which gains new significance as a global network capa-
ble of distributed learning and continued evolution as digital realities become
connected and shared across the globe

• Access devices and interfaces (headsets, tactile devices, AR/MR/VR spaces,
360-degree immersive scenarios, mobility and navigation)

• Cognitive infocommunications (sensation and perception, human factors and
human-ICT co-evolution)
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• Safety and security (data, information, or even the physical safety of the user
etc.)

• Digital business and legal issues

• Digital Society (education, acceptance of technology, digital work, e-government,
digital arts and gaming)

All of the above pillars are a part of the science and practice of IoD; however, these
pillars are also broadened in scope based on the radically new perspectives of IoD.
For example, artificial intelligence is transformed into a global network (networked
AI) that is capable of learning based on user activities and user data on the fly. Of
course, the breaking down of barriers between various contexts and use cases also
creates new challenges in terms of data security and legal issues. These are just two
examples of how the pillars of IoD both help form and are transformed by IoD. A
detailed discussion of IoD, as well as its ramifications and the technologies behind
it can be found in Part II of this paper [11].

Conclusions

In this paper, a short introduction was given on the concept of Digital Reality,
which allows users to access, manipulate and interact with integrated sets of content
– whether on display screens, immersive settings or overlaid on physical objects –
that represent concepts and / or objects that can be both physical or digital, as well
as both real or imagined. The paper showed that this new form of reality born in
today’s high level entangled combination of digital technologies and humans needs a
new definition for future scientific works. Further, the concept of Internet of Digital
Reality (IoD) was introduced, as a set of network and related technologies for the
management, transition and harmonization of Digital Realities. Further details on
IoD can be found in [11].
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