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Abstract: In spite of the exceptional role of digital skills in the development of e-society, there
is an obvious lack of agreed tools to assess the level and deficit of those digital competencies,
regarding the functional responsibilities for any professional tasks. In this research, the
authors tested the most ubiquitous approach to measure digital skills development, which is
Justified by EU experts, in DigComp 2.1. Our analysis is performed using the survey of civil
servants, as a group of frontline professionals, responsible for digital society development,
particularly for, e-government development. Our representative survey covered 428 civil
servants in Ukraine. This group was chosen considering the high impact of e-government
development on economic results (GDP and global competitiveness index), which is defined
by authors with correlation coefficients of 0.649 and 0.872 respectively, in the EU. At the
same time, we found that the digital skills of civil servants in Ukraine cannot be considered
as well-developed, since their average best level, is equal to 6 points on an 8-point scale.
The most obvious lack of digital skills, is a character for the field of competencies “digital
content creation”. In addition, obstacles in public servants’ digital skills development are
connected with a low level of population’s readiness to digital services and other digital tools
usage. These results can be considered not only in the light of inappropriate digital
competencies development in the public administration sphere but also with the
methodological gaps in digital competencies measurement. Particularly, in our research, we
proved that the framework for digital skills assessment should be developed using a flexible
approach (optional skills of certain levels of professional orientation and complexity), but at
the same time, functional responsibilities for professional tasks within the qualification
characteristics of certain positions should be considered.
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1 Introduction

Digital skills are becoming an important component of professional competences in
almost all areas — this is emphasized by experts from the International Labor
Organization (ILO) in their World Employment and Social Outlook, dedicated to
transforming the world of work. Understanding the importance of such skills and
the rapid development of opportunities for their implementation leads to the fact
that “many governments in developing countries are investing in digital
infrastructure and supporting training programs developed by the private sector to
equip the workforce with digital skills” [1, p. 31] . An important factor influencing
the understanding of the role of digital skills was the pandemic and the resulting
limitations on traditional communication and employment opportunities. At the
same time, even before the pandemic, the importance of developing IT skills was
recognized internationally. Thus, in the thematic report of the UN Secretary General
in 2018, attention was focused on the fact that IT has become an objective reality
of life, as a result of which up to 90% of jobs will inevitably be associated with their
use by 2030, and 75 to 375 million people (from 3 to 14% of the human workforce)
will be forced to change professions due to the spread of IT [2, p. 12]. At the same
time, a significant challenge for reaping the benefits of innovative development is
that even in the most developed OECD countries, 56% of the population do not
have IT skills [2, p. 3]. By the esteems of the International Telecommunication
Union (ITU), a third of individuals lack basic digital skills, such as copying files or
folders or using copy and paste tools; a mere 41% have standard skills, such as
installing or configuring software, or using basic formulas on spreadsheets. Only
4%, are using specialist languages, to write computer programs” [3].

The low level of digital skills sometimes has a catastrophic impact on business due
to sudden stops in sales and revenues because of the low development of digital
communication channels with customers, underdeveloped opportunities and skills
of remote activity. But digital skills shortage is particularly dangerous in the area of
public administration, given the crucial importance of this area in ensuring the
functioning of the economy, the social sphere and national security.
The development of e-society in the context of many challenges that limit the spatial
mobility of the population is becoming more than just an additional and convenient
way of interaction. Improving and gaining a sufficient level of digital competence,
especially for civil servants, is vital to maintain security and effectiveness in the
face of large-scale threats, including pandemics, wars and other global risks.

Despite the importance of digital skills for modern society, there is no reliable and
agreed Framework for Digital Competencies of the Population. With varying levels
of detail according to research objectives, the ITU Digital Competence
Classification (too generalized three-level digital skills scale) [3] and the updated
version of the DigComp 2.1 Digital Competence Framework, developed by EU
experts, in which 21 digital skills are assessed according to eight levels of mastery
[4]. The disadvantage of this and other methods of assessing digital skills is their
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low adaptability to the specifics of professional responsibilities, the difficulty of
applying in order to identify the shortage of digital skills for a position at a certain
level. At the same time, the assessment of digital skills of specialists involved in
public administration is the most relevant area of relevant research, given the
growing role of their professional qualifications in ensuring the development of
countries. Thus, significant social progress has been made in countries where such
skills are well developed in e-government systems. This is shown in the experience
of Estonia, where 99% of government services are digitally based [5, p. 8].

Due to the underdevelopment and debatable methodological framework for
assessing the level of digital skills, the problem of linking digital skills of civil
servants and their role in the development of e-society is considered mainly in light
of related issues — the formation of digital public administration, risks associated
with digitalization of public administration processes, the impact of e-government
on the economic success of countries, etc. At the same time, the assessment of the
level of civil servants’ digital skills and the lack of their digital skills to perform
professional tasks belongs to those research objects to which scientific attention is
many times lower than the importance for the development and security of society.

Considering this, we aim to assess the links between e-government and economic
development (GDP and competitiveness) in our study, as well as to test the most
ubiquitous approach to measure digital skills development, justified by EU experts
in DigComp 2.1, for analysis of public servants’ digital skills.

2 Literature Review

Digital skills are among those skills that determine the possibilities of professional
success in various fields. Even in the pre-pandemic period, the benefits of
employment with a combination of digital tools were evaluated in many
professional fields. Their list has expanded significantly from the IT market and
online commerce to the use of physicians for therapeutic purposes [6], significant
progress in the use of digital technologies by school teachers [7], entrepreneurship
education [8] and even in music with active involvement of students in musical
instruments making by means of digital technologies [9]. Of course, the main area
of implementation of digital tools, and hence the development of digital skills,
remains the field of IT, which due to its own rapid development has given a
powerful impetus to the improvement of electronic data exchange, e-commerce.
As a result, it has provided rapid economic growth and enhanced macroeconomic
stability in countries where the economy is based on the benefits of digital
development [10-15]. This pattern is characteristic both of the economy as a whole
and of the digital development of its individual segments, such as financial services
[16-20], industrial technologies using robotics [21] etc. At the same time, not only
in IT, but also in other activities, the use of digital technologies and, consequently,
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the development of digital skills has made it possible to benefit from competitive
advantages and avoid or reduce economic devastation, the risk of which is high due
to the global pandemic. Under these conditions, the use of remote employment on
the basis of telework [22] [23], in particular, in the form of “home office” [24] and
employee training opportunities, which includes relevant professional development
programs, in employer value propositions, became relevant and widespread [25].

As a result, digital skills are increasingly referred to as “must-have soft skills” [26]
and not only in the professional sphere. Thus, according to experts of the European
Commission, “Basic digital skills have become necessary for both daily lives and
employability, setting foundations for embracing the digital world. In the near
future, 9 out of 10 jobs will require digital skills” [27].

Because of the importance of digital skills, experts of the European Training
Foundation emphasize that the ability to correctly apply digital skills is the basis of
digital competence, which, in turn, is one of the eight key competencies for lifelong
learning in the EU since 2006 [28, p. 25]. In addition, the report clearly defines the
relationship between digital competence and skills: “Digital competence referred to
as digital literacy, encompasses a set of basic digital skills, covering information
and data literacy, online communication and collaboration, digital content creation,
safety and problem solving. Digital competence is about the ability to apply those
digital skills (knowledge and attitude) in a confident, critical and responsible way
in a defined context ” [28, p. 25].

At the same time, while scholars focus on the development of digital skills, in the
field of public administration such research focuses mainly on communication
using digital capabilities, rather than the development of digital competencies of
civil servants. Thus, the well-known positive consequences of the digital
transformation of public administration, which is manifested in the successful use
of e-government, undoubtedly include overcoming corruption and increasing
transparency of public dialogue [29] [30], general improvement of public services
[31] [32], increasing the opportunities for cooperation with the community to
achieve various goals set in their own strategies [33], including sustainable
development [34] [35], etc. Achieving these results requires high professionalism
of civil servants, which prompted the relevant research. At the same time, attention
paid to the development of digital skills is insufficient — such skills are analyzed
mainly from the standpoint of the application of other skills typical of managerial
positions. In particular, in the study of Romanian scientists, digital / IT skills are
identified as the most important of the soft skills among the competencies required
for employees of e-government services; of high importance with them are such
skills as collaboration, problem-solving approach, customer orientation, design for
solutions, flexibility, initiative, ability to innovate [36, p. 10].

The economic impact of better application of digital skills in e-government is very
high. According to the study conducted by the European Commission, only part of
e-government services such as electronic invoicing and e-procurement leads to very
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significant budget savings: “In Denmark, electronic invoicing saves taxpayers € 150
million a year and businesses €50 million a year. If introduced across the EU, annual
savings could exceed €50 billion. Meanwhile, in Italy, e-procurement systems cut
over €3 billion in costs” [37].

Understanding the benefits of digital development in public administration,
considerable attention is paid to the development of networks, the pressure imposed
on civil servants, including their burnout [38], training of civil servants in the proper
use of ICT [39] and general training in digital technology, [40] [41], digital
leadership [42]. At the same time, it is common to study the impact of digital skills
of civil servants on macroeconomic indicators such as GDP, as well as some partial
characteristics of civil servants themselves — as it is proposed to analyze, for
example, using the results in productivity and efficiency, effectiveness, inclusion
and sustainability, legitimacy and trust [43] or performance indicators under
conditions of improving ICT network readiness [44].

At the same time, due to the lack of a unified global framework for the assessment
of digital competencies, research on their development in the field of public
administration is mainly reduced to the use of the authors of too generalized
characteristics of digital skills. Such approaches are often a continuation of the
classification used by the ITU [3]. But even such approaches can reveal a huge
shortage of digital skills. In particular, in Ukraine, on the example of which our
study was conducted, the Ministry of Digital Transformation has twice conducted
an analysis of digital skills development of the population. According to the
organizers of the study, from 2019 to 2021, there was some progress, but, in our
opinion, it cannot be evaluated as significant: the share of the population with “No
skills” and “Low skills” decreased from 53.0% (15, 1% “No skills” and 37.9%
“Low skills”) in 2019 to0 47.8% in 2021 (11.2% “No skills” and 36.6% “Low skills™)
[45, p. 27]. Only the decrease in the share of the population with completely absent
skills has a certain positive effect, but the general level of the low development of
digital skills of the population, of course, will not allow using all the advantages of
e-government effectively. For Ukraine, such opportunities are extremely important,
given the high share of the shadow economy [46], which can be most effectively
eradicated by increasing transparency in relations with government. In addition,
digital skills, especially their development in civil servants, will allow
implementing ambitious plans for the development of information society till 2024:
100% of public services should be available to citizens and businesses online; six
million Ukrainians will be involved in the digital skills development program [47].

Given the existing limitations in the methodology of research of digital
competencies and the lack of methodological foundations for assessing the digital
skills of civil servants, our study is aimed at assessing the willingness and readiness
of civil servants to interact in e-society.

In this regard, our research tasks (RT) are:
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RTI Examining the links between e-government and the macroeconomic
success of countries

RT2 Assessing current level and deficit of digital skills of civil servants on the
basis of the most detailed framework of digital competencies used today in
European countries - DigComp 2.1

RT3 Assessing changes in the communications efficiency by the introduction
of electronic services for the G2C segment (government to citizens)

3 Methodology

The answers to the research tasks were obtained by the authors using information
that characterizes the results of the implementation of e-government in the
international and national dimensions.

Thus, data on the E-Participation Index (the EPI) [44] and the E-Government
Development Index (EGDI) [48] for 2012-2020 were used to solve RT1. Based on
this information, the authors studied the dynamics of the digital transition of the
world in four groups studied within the UN e-Government Survey. In particular, 8
years of observations allow assessing trends in the distribution of countries
according to the level of development of e-government — according to the division
into 4 groups: low, medium, high and very high levels of development.

The assessment of the development of e-government in the international dimension
is based on these factors, given that EGDI illustrates the general readiness and
capacity of national governments to use information and communication
technologies (ICT) to provide public services, and EPI is frequently used to
operationalize the success of government efforts to promote electronic tools of
engaging citizens in policy-making, and to test theories on e-participation
development and diffusion across nations.

That is, in our chosen segment of research and implementation of digital skills of
civil servants (G2C), these indicators best characterize the current state of the digital
infrastructure of public administration (EGDI), as well as the results of its
perception by the population (EPI).

The assessment of the impact of these factors on macroeconomic results was carried
out in the group of EU countries using the following results, which most
comprehensively characterize macroeconomic success:

- Real GDP per capita [49]
- Global Competitiveness Index (GCI) [50]
Thus, indicators of the level of e-government (EGDI, EPI) are considered to be the

independent variables and the performance indicators (GDP, GCI) are considered
to be the dependent variables.
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For the purpose of data comparability, the data for 2018 in which all estimated
indicators are available are used. The analysis of relationships was performed on
the basis of correlation analysis, in particular Pearson’s correlation coefficient.

To respond to RT2 and RT3, the authors conducted a survey of civil servants as a
group of frontline professionals responsible for e-government development. Our
representative survey covered 428 civil servants in Ukraine. The sample is formed
of civil servants directly involved in e-government relations, who are undergoing
advanced training at the Institute of Postgraduate Education of the National
University of Water and Environmental Engineering at the request of the National
Agency of Ukraine for Civil Service. Respondents were civil servants from 13
regions of Ukraine, who underwent advanced training during September -
December 2021. The training of the civil servants was organized using online
services in order to ensure the possibility to be involved from different regions even
under the pandemic threats. Considering this fact, our review was conducted using
online tools, particularly, google forms questionnaire, which does not require
advanced digital skills. Therefore, even servants the minimal digital competences
could provide their responses.

Thus, taking into account the total number of civil servants (registered number is
184,944 persons as of the 4" quarter of 2021, according to the National Agency of
Ukraine for Civil Service [51, p. 2]), the margin of error is 4.73% at the confidence
level of 95%, which indicates a high correlation for the results of the study.

Assessment of digital skills of civil servants was conducted on the basis of
DigComp 2.1 - Digital Competence Framework [4]. According to it, the availability
of 21 digital skills at 8 levels of proficiency was assessed (as recommended by the
authors of the Framework). To facilitate the visualization of the results, we used the
symbols shown in Table 1.

Table 1
Digital Competence Framework
Symbol Digital skill
S1 INFORMATION AND DATA LITERACY
S1.1 Browsing, searching and filtering data, information and digital content
S1.2 Evaluating data, information and digital content
S1.3 Managing data, information and digital content
S2 PROBLEM SOLVING
S2.1 Solving technical problems
S2.2 Identifying needs and technological responses
S2.3 Creatively using digital technologies
S2.4 Identifying digital competence gaps
S3 DIGITAL CONTENT CREATION
S3.1 Developing digital content
S3.2 Integrating and re-elaborating digital content
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S3.3 Copyright and licenses
S3.4 Programming
S4 COMMUNICATION AND COLLABORATION
S4.1 Interacting through digital technologies
S4.2 Sharing through digital technologies
S4.3 Engaging in citizenship through digital technologies
S4.4 Collaborating through digital technologies
S4.5 Netiquette
S4.6 Managing digital identity
S5 SAFETY
S5.1 Protecting devices
S5.2 Protecting personal data and privacy
S5.3 Protecting health and well-being
S5.4 Protecting the environment

In the assessment of digital skills, using the approach of the authors of the
framework [4], respondents were asked to rate their own level of proficiency on a
scale from 1 to 8, given that 1 is the lowest level.

To assess changes in the effectiveness of communications in the implementation of
public administration through the introduction of electronic services, a traditional
approach was used — self-assessment in the range from 0% to 100% of the positive
impact of change. In each interval, which characterizes the increase in the efficiency
of communications (1-10%; 11-20%; ...; 91-99%, as well as the threshold scores of
0 and 100%), there was found, that the percentage of respondents who indicated the
presence of a corresponding positive impact, on some results of civil servants’ daily
work (reduction of the share of routine functions, improvement of feedback, etc.).

4 Results

As a result of the study of the links between e-government and the macroeconomic
success of countries (within RT1), we found the following dependencies. First, as
we can see, the number of countries, in which EGDI and EPI gain medium, high
and very high levels, increased significantly in 2020 compared to previous years.
Positive developments in EGDI in Lithuania (rank change +20), the Czech Republic
(rank change +15), Poland (rank change +14), Estonia (rank change +13), and
Romania (rank change +12) are particularly significant. At the same time, the most
positive changes in the EPI are observed in Austria (rank change +39), Bosnia and
Herzegovina (rank change +38), Croatia (rank change +34), North Macedonia (rank
change +26), Ukraine (rank change +29) ), the Czech Republic (rank change +27),
Estonia (rank change +26). However, it should be noted that in some countries there
have been negative changes in these indicators, in particular Luxembourg lost 51 in
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the EPI and moved from 19 place to 70, Germany lost 34 points and took 57
place; according to EGDI, the largest losses are observed in Monaco (-36).
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Figure 1

Dynamics of the number of countries at different levels of E-Participation Index, E-Government
Development Index

As for Ukraine, its position during the analyzed period was quite unstable in the
world ranking of countries for the development of e-government: 68" place - in
2012,in2014 - 87" in 2016 - 62", in 2018 - 82" and 69 in 2020. As we can see,
the rating position in 2018, was much lower than in 2016, which indicates that there
are problems in ensuring effective public administration using e-government
capabilities. It should be noted that the situation improved in 2020, but still did not
reach the level of 2016. Such results are somewhat controversial, compared to the
global dynamics of improving e-government.

Furthermore, the assessment of the correlations between e-government (according
to our selected indices) and macroeconomic success of countries reveals a
significant impact of e-government on GDP per capita and competitiveness of
countries in the EU group (Table 2).

Table 2
Relationships between indicators of e-government, GDP per capita and competitiveness of EU
countries in 2018

. Indicators
Countries
EPI score | EGDIscore [Real GDP per| GClI score
(0-1) (0-1) capita, euro (1-100)

Austria 0.8258 0.8301 37720 78.9
Belgium 0.7584 0.8080 35520 76.6
Bulgaria 0.8708 0.7177 6330 63.6
Croatia 0.7697 0.7018 12200 60.1
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Cyprus 0.8202 0.7736 24430 65.6
Czechia 0.6180 0.7084 17990 71.2
Denmark 1.0000 0.9150 48450 80.6
Estonia 0.9101 0.8486 14970 70.8
Finland 1.0000 0.8815 36740 80.3
France 0.9663 0.8790 32820 78.0
Germany 0.9213 0.8765 35690 82.8
Greece 0.8764 0.7833 17430 62.1
Hungary 0.7079 0.7265 12690 64.3
Ireland 0.9326 0.8287 58100 75.7
Italy 0.9551 0.8209 27030 70.8
Latvia 0.6854 0.6996 12140 66.2
Lithuania 0.8034 0.7534 13400 67.1
Luxembourg 0.9382 0.8334 84040 76.6
Malta 0.8483 0.8011 22320 68.8
Netherlands 0.9888 0.8757 41450 82.4
Poland 0.8933 0.7926 12420 68.2
Portugal 0.8989 0.8031 18190 70.2
Romania 0.7079 0.6671 8700 63.5
Slovakia 0.8090 0.7155 15510 66.8
Slovenia 0.8146 0.7714 20240 69.6
Spain 0.9831 0.8415 24880 74.2
Sweden 0.9382 0.8882 43760 81.7
United Kingdom 0.9831 0.8999 32640 82.0
Average value 0.8652 0.8015 27421 72.1
Correlation coefficient

with real GDP per capita 0.5258 0.6488

chi’trlfe(l}aé‘f’“ coefficient | 6205 0.8682

- the value of the indicator is above average

Source: authors’ calculation based on [48; 49; 50]

From Table 2 it can be seen that the values of indicators that characterize
macroeconomic results are mostly above average in those countries where
e-government indicators are also above average. According to the results, 11
countries from 15 where E-Government Development Index is above average
(0.8015), have real GDP per capita above average (27421 euro) and 12 countries
have Global Competitiveness Index above average (72.1). Exceptional links are
typical only for Estonia, Italy and Portugal.

As can be seen from Table 2, there were quite strong links between these indicators
in 2018, especially quite strong between the state of digital infrastructure of public
administration (EGDI) and economic competitiveness (GCI), which confirms the
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value of the pairwise correlation coefficient (0.8682). The positive relationship is
confirmed also between civil servants’ digital competences and GDP per capita with
a correlation coefficient value of 0.6488.

In response to RT2, we obtained the results illustrated in Figure 2. The data show
the current level of digital skills of civil servants, obtained on the basis of their self-
assessment. The obtained results reflect the levels of digital competences measured
from 1 to 8. As you can see, most civil servants are at the 5™ or 6" levels of digital
skills. The best level of mastery (6) can be traced in the groups of skills “Information
and data literacy” and “Communication and collaboration”. That is, civil servants
at a sufficient level (6™ out of 8) are able to search, analyze, use and disseminate
information in the digital environment, as well as interact and communicate with
others through the use of digital technologies. At the same level, they have the skills
S5.3 and S5.4, i.e., with a high level of awareness, they still cannot fully determine
the impact of digital technology on the environment, as well as protect themselves
and others from possible dangers in the digital environment.
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Figure 2
Average assessment of one's own level of digital skills of various types

A slight deficit (the 5" level out of 8) was found in the groups of digital skills
“Problem solving”, “Digital content creation”. That is, government officials cannot
always: solve technical problems with computers, software, and networks;
customize digital technologies to their own needs and use them creatively. Civil
servants have also difficulty in creating new and editing existing digital content in
a variety of formats. And without a doubt, the lack of skills of the “Safety” group is
quite dangerous in the current environment, namely the ability to protect devices,
content, personal data and privacy in digital environments, the use and
dissemination of personal information.
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The lowest level of mastery (3) of civil servants is observed in the skill S3.4 -
Programming, which is partly due to the specifics of their job functions that do not
require the ability to write complex program codes.

The assessment of changes in the effectiveness of communication between civil
servants and the public through the introduction of electronic services in the G2C
segment (within RT3) is illustrated in Figure 3 and Table 3.

As can be seen from Figure 3, civil servants’ assessment of the readiness of the
national system to operate in e-government is quite critical — 67.9% of respondents
believe that the development and quality of e-services is in the range of up to 50%
out of 100 possible.

At the same time, the level of readiness of civil servants to provide electronic
services to the population is slightly higher — only 53.8% of respondents received
answers within 50% of readiness. That is, according to the results of self-
assessment, civil servants are more willing to work in a digital economy, than the
system itself.
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through web portals

Figure 3
Assessment by civil servants of the effectiveness of communication with the public through the
introduction of electronic services in the G2C segment
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The level of readiness of the population to receive the services of national
institutions through electronic services is extremely critical. Unfortunately, 78.1%
of civil servants believe that the level of readiness of the population is in the range
of 0-50%. At the same time, it is necessary to note the rather low level of
effectiveness of feedback on requests through the web portal, as 59.8% of
respondents rated it from 0% to 50%.

That is, in the direction of improving the efficiency of communication between civil
servants and the public through the introduction of electronic services, there are still
significant reserves for development.

However, civil servants’ assessment of changes in labor processes due to the
introduction of electronic services allows stating positive changes in this direction.
As can be seen from Table 3, due to the service of the population through electronic
services, the queues for reception in government agencies decreased by an average
of 30.9%, as 34.2% of requests were transferred to electronic form. At the same
time, the routine functions of daily work of civil servants decreased by an average
of 30.2% and the efficiency of obtaining information on changes in public policy
and legislation increased by 38.8%.

Table 3
Civil servants’ assessment of changes in labor processes due to the introduction of electronic services

in the civil service

Consequences of introduction of | Evaluation of the effectiveness of the
electronic services introduction of electronic services Mean
o )
% of respondent’s answers el S22 28 el.e| value
NE IR R R R R IR o
Sle|a|la|(F| oo s |x(q|a2 %
Cla A A A A S ==2
= |N|en| |||~ [0]|
v decrease in queues for
ti i 2w 222z 22272l 309
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v
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5 Discussion

According to our findings, we can state that there are strong links between the state
of the digital infrastructure of public administration (EGDI) and economic
competitiveness (GCI).

Regarding GDP per capita, the results obtained allow drawing the opposite
conclusions from [36] based on the study conducted on the example of the United
States and Europe — “there is no correlation with GDP, but it is always hampered
by the digital divide.” In 2018, such links in the EU were quite obvious, which, in
contrast to the above results, may indicate a positive impact on GDP, and that such
links should be assessed in homogeneous groups of countries — in our case we can
state the high similarity of countries in the strategies of building e-government and,
accordingly, the lack of a significant digital gap in this area in the EU. These results
mean that, with high attention to the formation of a quality e-government system,
such efforts have the expected positive economic consequences.

In measurements of the readiness of the civil servant to interact in e-society using
their digital competencies, we found an important methodological omission of
existing systems for assessing the digital skills of civil servants (as well as other
professional groups) is the lack of a single, unified framework of digital
competencies, which would be suitable for assessing existing skills, periodic
certification of public servants and professionals in other occupational fields whose
activities require digital competence. Existing approaches, including the most
advanced DigComp 2.1, are too general and do not allow assessing the digital skills
shortage in the relevant professional group — a shortcoming in the digital skills
assessment of all employees, not just civil servants.

Except for DigComp 2.1, some other approaches are often used. They can assess
only a single competence score or vice versa, many of them are multi-dimensionally
structured like DigComp frameworks. In this regard, we support the point of view
that the European Commission has proposed one of the most integrative
frameworks of digital competences for citizens [53]. Based on their critical review
of existing frameworks, Ulfert-Blank and Schmidt [53] fulfilled the conclusion
aligned with our research that the measurement of digital skills and self-efficacy
scale is discussible regarding application fields. Furthermore, the steep
development of new technologies, particularly artificial intelligence leads to the
need for constant review of digital competences frameworks. So, even the most
advanced, which is used in our research, DigComp 2.1, is revised in March 2022,
stressing some new skills connected with Al usage. These improvements are
highlighted in some new citizens’ digital competences within DigComp 2.2 [54].
It, however, could not be used in our research due to its update in 2022. Besides, it
focuses on Al technologies usage which is not typical for the professional duties of
civil servants to a great extent at the current stage of their work.
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However, even with the usage of the most advanced but generalized framework
(DigComp 2.2), developed for all citizens regardless of their professional duties,
and consequently, those should be simplified for such professionals as civil
servants, we obtained very critical self-assessment results. The most obvious deficit
was found in the groups of digital skills “Problem solving”, “Digital content
creation” and “Safety”. The shortcomings in mastering these skills can create
essential obstacles not only for the development of the public administration sphere
in terms of its modernization on a digital basis. In light of growing risks in the
information security field (especially in Ukraine during the war), the lack of skills
aiming at safety in digital services can negatively affect this and connected spheres
ensuring the national security.

Conclusions

Thus, from our study, we can conclude that in countries where the development of
the digital skills of civil servants is given due attention, there can be a positive
impact on the formation of macroeconomic performance and competitiveness. Such
patterns are typical in EU countries and can serve as a guide to improve the systems
of professional development of civil servants in the context of the formation of their
digital competence for countries with economies in transition.

Considering the existing shortcomings in digital competences measurement, it is
necessary to develop and use not one, but several, adapted for different professional
groups, assessment frameworks, suitable for use at different levels and with
different functional orientation of professional tasks. There are already attempts to
create such a framework by the Ministry of Digital Transformation of Ukraine, for
educators, entrepreneurs and civil servants [52]. But a detailed study of their content
leads to the conclusion that these are only simplified variations of DigComp 2.1,
where the consideration of professional responsibilities is done to some extent
artificially — through clarifications in known formulations. A “too narrow” 3-level
assessment (basic, medium, high) with gradation from A1 to C2 is used, and the list
of digital competencies is also an abbreviated modified borrowing from DigComp
2.1, which obviously requires improvement and greater consideration of
professional characteristics.

At the same time, we have confirmed the high motivation for action in e-society, by
civil servants themselves — they rate it higher, than the institutional support for the
implementation of digital dialogue with society today. Therefore, obstacles, in the
form of low digital competence, of the population, as another subject of digital
dialogue and existing shortcomings in internal labor processes, can be considered
as barriers, that can be overcome relatively quickly, in the digital development of a
society, including, improving the digital dialogue between civil servants and the
public.
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