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Abstract: The aperiodically operated devices are typically non-operated or stored, usually
in a powered-down state. The duration of being operated is much shorter than that of
storage. These devices have to perform extremely reliably during usage, while the
operation usually occurs under circumstances worse than the average. This paper proposes
a calculation procedure of value jumps of failure rate caused by operating condition shifts,
to determine the average probability of failure, based on the standards IEC 61511 and
ANSI/ISA-84. In the suggested calculation method, a proposal is also made for taking the
failure caused by the human factor during operation into account. It is known that the
probability of successful operation is increasable with periodic diagnostic tests. The
circumstances of diagnostic tests which interrupt the non-operated storage of the
aperiodically operated devices differ from those described in the standards IEC 61511 and
ANSI/ISA-84. As the repair rate given for the continuous technologies cannot be
interpreted for diagnostic tests which interrupt the powered-down storage of the
aperiodically operated devices, this paper suggests the implementation of the effect of tests
into the calculation procedure as correction of state probabilities, and gives the required
formulae. At last the article provides an easy algorithm for the suggested calculation
method.

Keywords: Aperiodic Operation, Average Probability of Failure, Value Jumps of Failure
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1 Introduction

The standards IEC 61511 [1] and ANSI/ISA-84 [2] define the concepts of the
safety integrity level (SIL) of the basic continuous technologies and their
emergency/protective systems, thus enable the specialised authorities to determine
or verify the reliability levels of devices and technologies.

The military and the disaster management use numerous devices containing
electrical and mechanical components which are operated intermittently and are
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stored powered down between two consecutive usages. The devices have to
operate in continuous mode and extremely reliably during usage. In certain
industries, such as manufacturing catalyst substances for the chemical industry,
this kind of operation is also present, although in those cases the increased
reliability is justified by the high expenses caused by failures. The intermittently
operated, powered-down stored devices, technologies — furthermore aperiodically
operated devices — have three distinguished operating conditions. These are:

e Mission period. The particularity of this condition is being relatively
short (10-20 hours), and that the device or technology is operated in
continuous mode. The devices of the military and the disaster
management are often exposed to extreme strains (moving vehicle,
outdoor operation) in this operating condition.

e Periodic diagnostic test. The particularity of this condition is being
relatively short (less than 10 hours). The device or technology is operated
similar to indoor continuous manufacturing technologies.

e Powered-down storage. In this condition, the operation of devices is
somewhat similar to the emergency/protective devices as it is in
standstill. On the other hand it differs, as the emergency/protective
devices operate armed (in a standby condition), contrary to the
aperiodically operated devices that do not function at all, thus their
failures cannot be detected in this condition.

The aperiodic operation has humerous particularities that are not defined by the
standards IEC 61511 and ANSI/ISA-84. The probability of failure values are
various in different conditions. The duration of repairing the failures revealed by
diagnostic tests which interrupt the powered-down storage state are not critical. It
is practical to take the failure caused by the human factor into account during the
mission period of the devices used by the military and the disaster management.
The aim of this paper is to give a new investigation method that is in conform with
the international standards and also takes the particularities of the aperiodic
operation into account.

2 Average Probability of Failure

The standard 1IEC61511 has been worked out for continuous technologies. The
continuous technologies can be split into high demand basic control and low
demand emergency/protective control, based on the frequency of operation. The
standard IEC 61511 separates strictly the concepts of the safety integrity level of
the basic continuous technologies and their emergency/protective systems, and
discusses them in two different time scales.
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In low demand mode the failure appears when its operation is demanded. The
probability of failure on demand (PFD [year™]) is the probability of the
emergency system not working in accordance with standards in a potentially
dangerous situation. The average probability of failure on demand is determined
by the formula below, where “TI” stands for the period between the proof tests,
which are the general overhauls of an device or technology in practice

1 Tl
PFD,yg == [ PFD(t)t )
0

It occurs that the failure of the emergency/protective system indicates a spurious
dangerous situation and this produces an unwanted safety operation that causes the
spurious shutdown of the device. The probability of such shutdowns is called
probability of failure to safety (PFS [year™]). The average probability of spurious
shutdowns is:

) I
PRShurious % [PFS(t)dt )
0

In high demand mode the devices are observed and taken care of continuously by
operative personnel. In these cases the measure of reliability is the average of the
probability of dangerous failures (PFp [h™]).

1 T
0

The nature of aperiodically operated devices is that failures are critical only during
the mission period, however, in those cases any kind of shutdown can be fatal
therefore it is not adequate to take only dangerous failures and emergency
shutdowns into consideration. This end, contrary to standard IEC 61511, the

PFyg Value should be calculated, which gives the average PF of every failure

causing shutdown, during the T mission period starting from Tg moment for
devices. Until Tg moment the devices were stored and interrupted with diagnostic
tests.

1 Tg+T
PRVg = = [PF(t)dt 4)
TB

3 Handling the Operating Condition Shifts

Currently there are internationally approved, standardised reliability calculation
methods for the continuously operated and the emergency/protective devices and
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technologies. Their principal [3] is that the A failure rate is constant during
operation. It is also common that the distribution of probability of failure (PF) is
considered exponential [4].

PF(t)=1-e™ ()

The A failure rate of aperiodically operated devices and technologies varies in
different operating conditions. FARADIP [5] database includes the probability of
failure values for devices, subassemblies and components. According to the
database the benchmark is the failure rate of devices installed indoor steadily,
lacking any harmful vibration and temperature fluctuation, thus its coefficient is 1.
The failure rate of inactive or powered-down storage condition is Ag=Cg-A,

where Cg =0.1, as for the lack of mechanical and thermal effects decreases the A

failure rate, assuming that the storage is professional and the powered-down
condition is shorter than one year. The failure rate of active devices used for
outdoor and/or moving applicationsis A, =Cx -A, wWhere C, =4.

The three operating conditions of aperiodically operated devices correspond with
the classifications above. In figure 1.a, the probabilities of failure of individual
operating conditions are shown; in figure 1.b the failure rate jumps can be seen
with distorted time scale. Subscript “A” stands for the active operation of the
mission period hereafter.

1 PF Active (L) A

N

- AT

Stored (Ag)

awt — b e

t MT, 2MT, NMT, Ts ¢

Figure 1la Figure 1b
Probability of failure of operating conditions Failure rate jumps

During mission period, the device can be investigated with any calculation method
[3] developed for continuous technologies.

“Ty” is a time base small enough that the time-discrete calculation of formula (4)
results in a reasonably low error. “N” is the number of tests, and “n” is the ordinal
number of the actual test. “MTy” is the duration of non-operated condition
between two tests (including the test itself), and “m” is the m™ interval of this
period. “QTy” is the duration between the last test and the beginning of the
mission, and “q” is the g™ interval of this period. “KTy” is the mission period, and
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“k” is the k™ interval of this period. Finally, Tg =N-M-T, +Q-T, stands for the

time elapsed until the beginning of the mission period. Now, formula (4) can be
rewritten in time-discrete form:

N-M+Q+K
k NZM PFR(k-T,)
PRy == (6)

For the correct determination of formula (6), it is necessary to calculate the initial
probability of failure value PF(N-M-T, +Q-Tp).

The methods developed for continuous technologies are not able to take the effect
of storage into account. When calculating the initial probability of failure the
multiple jumps of A failure rate during this period have to be minded. It also has to
be taken into account that the repairing of failures revealed by diagnostic tests
increase the probability of successful operation. From among the calculation
methods of reliability, it is the Markov analysis that allows the temporal changes
of A failure rate to be calculated with [3]. The jumps of the A failure rate can be
handled with a time-discrete calculation method.

The Markov model is a graph (Figure 2). Its nodes represent the states of the
system and its edges represent the probability of transition from one state to
another at the end of the next T, period. The Markov model of 1002D structure of
control systems [6] — which are efficient for both dangerous and safe failures —
includes six states considering failures.

An aperiodically operating device with a 1002D control structure can get from
faultless operation (1) into reduced (faulty yet operable) states (2), (3), (4), (5) or
shutdown due to a failure (6). Based on the nature of failures [1], failure states are
distinguished as safe and detected (SD), dangerous and detected (DD), safe but
undetected (SU) finally dangerous and undetected (DU) ones.

The A, failure rate, corresponding with the given state (x), defines the probability
of transition into another state (y). The model shown in Figure 2 considers every
shutdown by any reason dangerous, therefore the system can get into shutdown (6)
from any reduced failure state or from the faultless state equally. The probability
of transition into a yet operable failure state has to be taken into account with
double coefficient because of the dual redundancy.

The model shown in Figure 2 does not include the p repair rate defined by the
standards [1] and [2], which in fact can be integrated into the Markov model
easily. The reason is that the mission period of aperiodically operated devices is
short and the operation often takes place on a previously unknown site, therefore it
is assumed that during mission period, there is no chance or time to repair the
device.
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Figure 2
The simplified (contracted) Markov model of the 1002D structure

If the A failure rate is constant, the S vector of state probabilities at the (iTo)
moment is:

S(iTy)=S(T,)- T )

where S(T,) is the first row of the T transition probability matrix, which can be
written based on Figure 2.:

-3y 283 2% Al 2% ag
j=2
0 1-%y6 0 0 0 Aag
. 0 0 1- 7»3’6 0 0 7&316 ®
0 0 0 1-Dyg 0 Aas
0 0 0 0 1-hge Mg
0 0 0 0 0 1

In case the device’s S((i—1)T,) state probabilities at the preceding (i—1)T,

moment are known the recursive formula below may be applied instead of
formula (7).
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S(iTy)=S((i-11,)- T 9)
The jumps of A failure rate can be taken into account with constant coefficients
Ag=Cg-A and Ap =Cu-A (Figure 1.b). Tg shall stand for the transition
probability matrix of the powered-down storage condition, T for test mode
among normal circumstances, and T, for mission period. Subtracting the | unit
matrix from the T transition probability matrix yields the P probability of failure
matrix, which consists only of A failure rate values, therefore the P probability of

failure matrix can be multiplied by constant values (Cs or C,). Adding the I unit
matrix to the Pg or the P, probability of failure matrix after the multiplication

yields the new Tg or T, transition probability matrix.

Ts=(T—1)-Cs+1,and Ty =(T—1)-Cp +1 (10.1)

Of course the procedure can be inverted:

T:(Ts—l)-CiSH,and T:(TA—I)-éH (10.2)
Cc

If As failure rate jumps to A Value at (i —1)T0 moment, then the Cgp =C—A
s

coefficient has to be applied in order to convert the Tg transition probability
matrix into the T, transition probability matrix.

If there are three interconvertible transition probability matrices assigned to the
three operation conditions of the aperiodically operated devices, the condition
shifts can be handled as transition probability matrix conversions.

S(N-M+Q+k)Ty)=s(0)- T - T° . TM. TP ... TV . TP . 12 . T (11)

“PT,” is the average value of the time needed for the test and the repair. N, M, Q
and k are defined previously. Formula (11) still excludes the result of repair.

4 Human Factor

Since any shutdown of military or disaster management device may be fatal, the
human factor has to be integrated into the probability of failure investigation.
From among the numerous investigation methods [7], it is practical to choose one
that is considerable with the jumps of the A failure rate. The TESEO method is
suitable, as it estimates by how much the human action raises the probability of
failure, by empirically analysing the reasons leading to a failure caused by
humans. TESEO defines carefully described categories for the competency of the
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staff, the complexity of the task, the operability of the device as well as the time
available for the decision, and assigns coefficients to them [8].

Table 1 presents some typical cases and gives the corresponding Cy factor that
raises the failure rate.

Table 1
Conditions of carrying out the task during the mission period

Competency of the staff and the device Cx
Well motivated and highly trained staff 1112
Totally familiar task, optimally maintained device '
Highly trained staff without any stress or personal conflict

g0 Lo . 1.224
Fairly simple task, well maintained device
Staff expanded with improperly trained persons 1,640
Complex task, sufficiently maintained device '
Staff is improperly trained but able to carry out the task

: - S . 3.560
Miscellaneous task, improperly maintained device

The Cy coefficient, which describes the competency of the staff and the device,
can be taken into account with the formulae (10) where Cs has to be replaced by

CsCy and Cp by CaACh. The Cgay :(é—A-CH coefficient converts the Tg
S

transition probability matrix into the T, transition probability matrix.

5 Periodic Diagnostic Tests

The purpose of periodic test is detecting and repairing the failures. The
periodically executed diagnostic tests and repairs are capable of increasing the
reliability of devices [9]. In diagnostic test condition which interrupts the non-
operated storage condition of the aperiodically operated devices, the operative
personnel carry out a prescribed sequence of actions. These actions are executed
among normal circumstances, and mainly inspect the operation of the actuators in
the control system. When the operative personnel detect a failure, the device is
being repaired. The result of repair is reviewed by executing another prescribed
sequence of actions. This method differs from the test mode carried out during
continuous operation, as in reasonable time-limit the duration of test and repair is
not critical.

The state probabilities, at starting the n™ diagnostic test in n- M- T, =i moment,
applying the model in Figure 2, is:

S(i)=[s1() s,() s3(i) s4(i) s5(0) ss(0)] (12)
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When analysing the effect of the interruptive test, it is assumed that the operative
personnel are capable to reveal only the detectable — including shutdown causing
— failure states; all the other states are presumed and documented as successful
operation. In the moment of test, the device is either operating faultlessly or can
get into a particular failure state.

Let the value of average probability of detected failures to be introduced.
According the model in Figure 2, the operative personnel detect a failure in the
average of tests with the probability given by formula (13).

Suugl1) =3 1520) (1) 55(1) 13)

It is suitable to be calculated with in every further test, assuming that during the
life cycle of the device the signed differences between the average and the real
values are balanced, therefore the calculation error is negligible.

The efficiency of test is described with the diagnostic coverage. When calculating
the diagnostic coverage (DC) for aperiodically operated devices, contrary to
standards [1] and [2], not only the ratio of detected and all dangerous failures

(DC:h) has to be considered, but the ratio of all detected and all
ZXDtotal

failures, as during mission period a shutdown of any reason can be fatal. Therefore
the modified diagnostic coverage is:

DCy, = 2o (14)
Z 7btotal

Assuming that the initial state is recovered during repairs, the repair of revealed
failures may reset the state probabilities to the S(l) values succeeding the

commissioning [10]. However, this value is reduced by the DCy value of
diagnostic coverage. If the operative personnel reveal and repair the failures with
the average probability of detected failures s,q, the result of repairs is the average
probability of recovery (Vayg), Which, according to the model in Figure 2, is:

Vaugli) = 22 f51) - 50) (1) 55(0)+56(0)-55(0)} (15)

In the i+1 moment following the test, the probability of successful operation is
increased by the value of average probability of recovery caused by repair.
Accordingly, the probability of detectable failure states decrease. The failure
states can be repaired with the probability of their occurrence, therefore the
distribution of the average probability of recovery (va.,) among the individual
failure states is carried out weighted by the failure states’ probability of
occurrence. For example the probability of recovery from the (2) failure state in
the model of Figure 2 is:
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\'%

: s,(i) v (i s,(i)
o)y rssrse® Vs 19)

As a result of repairs, the device's state probabilities change, thus the elements of
the S(i) vector corresponding the successful operation and detectable failure

states have to be corrected. In the model of Figure 2, these values are s,(i), s,(i),
s5(i) and s4(i).

The probability of successful operation is increased by the value of average
probability of recovery caused by the repair.

s1(i+2) =5, (1) + Vag(i) (17.1)

The values of detectable failures have to be corrected:

631+ 1) 5,1 vyl 210 —sz(l%l Vavg(i.)}=s2<i)w<i) w72

3Savg( ) SSan(I)

5 +1>=s3<i>—vavg<i>53—<‘>.=s3<igl— Vavg“?}:sa(awi) 79

3auqi) 3aq(i)
The non-detected failure states keep their original values.
s4(i+1)=s,(i) (17.4)
s(i+1)=ss(i) (17.5)

The value of detectable failure causing shutdown has to be corrected:

5o +1)=550) V) 56“)—%@% - Vavg(‘.)}=s6<i>w<i> a7

35avg( 3Savg (')

At first approach, the T, time base was considered as unit. As the repair is
considered as a correction of state probabilities, the actual time has no meaning,
because it is assumed that it is much shorter than the period of powered-down
storage and the repair is not carried out during the mission period.

For algorithmizability, the v(i) vector-variable including the average increase of
the probability of successful operation is introduced.

V(i)=[Va,(i) 0 0 0 0 0] (18.1)

For handling the w(i)=1 Va"g((ll)) factor the w(i) vector-variable is introduced:
avg

wi)=L w(i) wi) 1 1 w() (18.2)
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The corrected state probabilities following the repair of failures detected during
the tests can be calculated with the vector operation below:

Seor (i) = {Diag(w™ ()5(0))+ v ()" (19)

6 Algorithmization

The values of the state probabilities from commissioning till the beginning of the
mission period are necessary for determining the required frequency of periodic
diagnostic tests and/or the required value of diagnostic coverage. The effect of
repairs, which is excluded in formula (11), has to be taken into account at this
point. If the duration of the test and the repair is still considered as unit (T,), the
steps of calculating the state probabilities before, during and after the test mode
are as follows:

To period preceding the test (storage condition):

S(M-1)To) =S((M-2JTo)- T (20.1)
T, period of the test (normal mode):
S(MTp)=S(M-1)T)- T (20.2)

The result of the test, thus the correction:
Seorr(MT, )= {Diag (wT(lvlTO B(MT, ))+ v (MT, )}T (20.3)

T, period following the test (storage condition):
S((M +1)TO): Scorr(MTO)'TS (20.4)

The formulae (20) describe the effect of the test executed in the MT, moment, but
of course any test carried out at any n-MT, moment can be handled similarly.

Standards [1] and [2] give the safety integrity level (SIL) values referring to
To=1 [hour] time base when investigating continuous operation, and referring to
Tyear=1 [year] when investigating emergency/protective systems. The storage
condition interrupted with periodical tests differs from the operation modes above.

The X failure rates of the Markov model (Figure 2) are presented for normal,
continuous mode in the [5] databases, therefore primarily the T transition
probability matrix is determined where the A failure rate values correspond with
the To=1 [hour] time base. In formulae (11) and (20) the T, Tg, T, transition

probability matrices are shown corresponding with the To=1 [hour] time base. In
the case of To=1 [hour] time base, the period of the diagnostic test and the repair is
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being realistically considered PT, long. The determination of the first
N(M—1+ P)+Q—1 set of state probabilities requires significant computing
resources.

If the result of the test mode is taken as correction of state probabilities into
account, the duration of the test, as far as it is much shorter than the non-operated
condition, is irrelevant. Choosing a T1,=10 [hours] period is useful, because the

test and the repair are executable in such term, the number of calculation
operations is reduced and it does not add further rounding problems, as follows.

If Ag=Cg-A=0.1-A and T,,=10-T,, then:

Thus calculating with T1,=10 [hours] time base in the case of powered-down
condition converts the Tg transition probability matrix right into the T transition

probability matrix, and this does not imply any further rounding error. The
introduction of the ten-hour (Tyo) time base modifies the duration between two
tests to MyoT1o, and the duration between the last test and the beginning of the
mission period to Q1o T 0.

Ty period preceding the test (storage condition):
S((Myo —1Ti0)=S((Myo - 2)Tyo)- T (22.1)

Assuming that the average duration of the test and the repair is
PTo = Ty =10 [hours]. The Ty period of the test:

S(MlOTlO) = S((Mlo _1)T10)' T (22-2)
The result of the test, thus the correction:

. T
Scorr (M10T10) = {Dlag (WT (M10T10 )S(MloTlo))+ vT (MloTlo)} (22.3)
Ty period following the test:
S((Mlo +1)T10) = Scorr(MloTlo)' T (22-4)

During mission period, it is still recommended to determine the state probabilities
referring to the To=1 [hour] time base, therefore the primarily determined T
transition probability matrix has to be converted into T, transition probability
matrix. The value of Cy can be picked out of Table 1 according to the particular
situation.

Tpo=(T—=1)-Cp-Cy +1 (23)

After that, with the recursive operations of formulae (24), the time-discrete
sequence of the vectors of state probabilities, during the KT, mission period can
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be figured out. The initial values at the T =(N-M;q+Q,0)- Ty, beginning of the
mission period are:

S((N “Myo + QlO)' Tio)= S((N Mo+ Qo —1)' TlO)' T (24)
Restoring To=1 [hour] time base, formula (24) is rewritten as:
S((N-M+Q)-To)=S((N- My +Qyo)- Tyo) (25.0)
The first two steps of the recursive operations are:
S(N-M+Q+1)-Ty)=S((N-M+Q)-Ty)-Ta (25.1)
S(N-M+Q+2)-Ty)=S(N-M+Q+1)-Ty)-Tx (25.2)

The k™ step of the recursive operations is:
S(N-M+Q+k)-T)=S(N-M+Q+k—-1)-T,)- Ty (25.k)

Now, the average probability of failure applied for the aperiodically operated
devices according to formula (6) can be determined. The sixth (S6) state
probabilities of the KT, mission period, which stand for the shutdown, are
sufficient for the calculation.

N-M+Q+K

) NZ'\:A Sa(k'To)
PR = <=1 fﬂ (26)
Conclusion

The concept of aperiodically operated devices and the characteristics of their
operation have been defined. It has been shown that if the operation mode shifts
are taken into account by the jumps of the A failure rate, the time-discrete Markov
model is applicable. Different transition probability matrices belong to the
different operation conditions. The rule of conversion between these matrices has
been given. This rule is capable of taking the failure caused by the human factor
also into account. By analysing the effect of diagnostic test and repair interrupting
the non-operated condition, a proposal for the modified interpretation of the
diagnostic coverage has been given. Also by analysing the effect of diagnostic test
and repair, it has been recommended that the increase of the probability of
successful operation should be taken into account with correction of state
probabilities. Finally, — due to their recursive nature — a well-programmabe
algorithm of the equations has been given, and the average probability of failure
applied for the aperiodically operated devices was determined. In order to
decrease the need of computing resources, a proposal has been given for a time
base conversion that does not affect the calculation accuracy. Based on this work
further investigations may be performed, i.a. a computer simulation program can
be written for the analysis of diagnostic coverage and the impact of the test
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frequency. These results will be published later, and can be the basis of a
commercial product, that will support the military and the disaster management to
determine and improve the reliability of their aperiodically operated devices.
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