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Abstract: Vascular biometrics have gained significant attention in recent years due to their
superior recognition accuracy compared to traditional biometric modalities. This study
introduces a hybrid multimodal vein authentication system that leverages both handcrafted
and deep learning-based features extracted from finger and dorsal hand vein images. To
capture discriminative texture patterns, Adaptive Log-Gabor and Adaptive Difference of
Gaussian filters are applied to both modalities. Simultaneously, deep representations are
obtained using advanced convolutional neural network architectures. These diverse
features are then combined through both feature-level and score-level fusion techniques to
enhance the overall system performance. A set of multiple classifiers is employed to ensure
robust identification across various subjects. The proposed framework achieves a high
identification accuracy of 98.5% with a corresponding Equal Error Rate (EER) of 0.177,
demonstrating its effectiveness in secure biometric authentication applications.

Keywords: vascular biometrics; handcrafted features; deep features; deep learning
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1 Introduction

Over the past twenty years, biometric technology has emerged as a leading
alternative to conventional authentication methods. In critical fields like military
defense and forensic science, ensuring security is paramount. Compared to
traditional techniques such as passwords and token-based authentication,
biometric systems offer a more reliable and secure means of identity verification
[1-4]. These systems rely on identifying individuals using either physical
attributes or behavioral patterns. Physical characteristics such as the structure of
hand veins, shape of the hand, iris configuration, or facial anatomy are typically
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consistent over time. In contrast, behavioral identifiers like walking style,
handwriting, typing rhythm, or signals captured from the heart (ECG) and brain
(EEG) may fluctuate depending on a person’s mood, health, or environment. Due
to their consistent nature, physiological biometrics are generally favoured for
authentication purposes. Among various biometric techniques, hand vein
recognition offers enhanced security due to the internal nature of vein patterns. As
these patterns lie beneath the skin, they are naturally shielded from external
exposure, making unauthorized replication or acquisition challenging without
advanced imaging technology. A remarkable aspect of vein biometrics is their
uniqueness even identical twins possess different vein structures [5, 6]. This
inherent uniqueness not only improves recognition accuracy but also strengthens
data privacy and protection. While single-modality biometric systems are useful,
they often face challenges such as limited accuracy and issues with intra- and
inter-class variability. To address these shortcomings, multimodal biometric
systems have been introduced. These systems combine multiple biometric traits to
enhance reliability, reduce error rates, and improve resistance to spoofing. Despite
advancements, limited research has been conducted on the fusion of different
vein-based modalities such as finger, palm, and dorsal hand veins. Multimodal
systems integrate one or more biometric sources and offer superior performance
compared to unimodal approaches. In recent years, researchers have explored
combining both physiological (e.g., palm prints, fingerprints, hand geometry, ear
shapes) and behavioral (e.g., signatures, keystrokes, ECG, EEQG) traits to develop
more robust authentication frameworks [7-11]. This study proposes a novel
multimodal vein recognition system using both finger vein and dorsal hand vein
images. The structure of this paper is organized as follows: Section 2 provides an
overview of existing literature and recent developments in the field. Section 3
details the methodology adopted for the proposed system. Section 4 discusses the
experimental findings and performance evaluation. Finally, Section 5 summarizes
the conclusions and suggests avenues for future exploration.

2 Related Work

Lu Yang et al. [12] developed a finger vein-based identification system that
concentrates on analyzing specific localized regions rather than the entire finger
vein image. They introduced a technique called Locality-Constrained Consistent
Dictionary Learning (LCDL) to effectively capture relevant features from these
partial segments. This localized strategy enhances the ability of the coding
coefficients to differentiate between individuals with greater precision. In another
approach, Arya Krishnan et al. [13] proposed a novel method for finger vein
recognition by using dynamic vein pulsations. By extracting temporal information
from finger vein video recordings, they achieved more accurate segmentation of
vein structures. Their system was capable of both recognizing the vein pattern and
confirming the user's liveness, yielding a high recognition rate of 96.35% and an
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Equal Error Rate (EER) of just 0.8%. To address the limitations of minutiae-based
methods in capturing detailed vein structures, Arya Krishnan and Tony Thomas
[14] introduced a new vein representation model termed FEBA, which stands for
Fork, Eye, Bridge, and Arch. This symbolic representation showed strong
resilience to image distortions and provided outstanding performance, with an
EER close to 0.02% and an average recognition accuracy of 98%. Khaled
Mohamed Alashik and Remzi Yildirim [15] presented a biometric recognition
framework using dorsal hand vein patterns supported by Deep Learning and
Generative Adversarial Networks (GANs). Their multi-phase feature selection
approach efficiently extracted distinctive vein characteristics, achieving an
identity recognition rate of 98.36% and maintaining a low error rate of 2.47%. In
the domain of feature extraction, Murat Erhan Cimen et al. [16] proposed a
fractal-based method specifically designed for dorsal vein analysis. This method
involved calculating fractal dimensions across seven angular orientations to
capture intricate vein details, enhancing the uniqueness of the extracted features.
Focusing on real-time implementation, Mohamed 1. Sayed et al. [17] designed a
dorsal vein recognition system employing lightweight detection and feature
extraction algorithms. The classification stage used the K-nearest neighbors
(KNN) algorithm, and experiments demonstrated that the system achieved a
reliable performance with an EER of 4.33%. Shuyi Li and Bob Zhang [18]
developed a multimodal biometric system incorporating a sparse coding
framework. They used sparse binary representations generated via matrix
projection to improve recognition across multiple modalities. Their system moved
beyond conventional machine learning methods by integrating Deep Learning
models, specifically Convolutional Neural Networks (CNNs), to bolster security
and recognition accuracy. To further enhance multimodal fusion, Principal
Component Analysis (PCA) was refined in their method to better integrate diverse
biometric traits such as palmprints, ear shapes, facial features, and finger vein
patterns. This improved fusion strategy contributed significantly to the system's
overall recognition reliability [19].

3 Proposed System

This paper introduces a vein-based biometric system that combines finger and
dorsal vein images for improved authentication. The system architecture, shown in
Figure 1, outlines key processing steps. By integrating two vascular traits, it
ensures higher accuracy and security than unimodal methods. The following
sections explain each stage in detail:
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3.1 Preprocessing

In this study, publicly available datasets containing finger vein and dorsal vein
images were used, with the captured images exhibiting challenges such as
variations in illumination and positioning. To address these issues, a range of
image enhancement techniques, including contrast enhancement, image
smoothing, histogram equalization, CLAHE, and Modified Speeded-Up Adaptive
Contrast Enhancement (MSUACE), were applied [20]. The performance of these
techniques was assessed using quality metrics like mean intensity, variance, Peak
signal-to-noise ratio (PSNR), structural similarity index (SSIM), and Edge
preservation index. CLAHE demonstrated superior performance, effectively
enhancing local contrast while maintaining vein structure and minimizing noise,
making it the optimal choice for further processing in this study.
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Figure 1
Proposed Multimodal Vein System (Feature level fusion)
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3.2 Rol Extraction

Accurate extraction of the vein region faces several challenges, including
variations in hand size, inconsistent lighting, different orientations, individual
appearance differences, background interference, and uneven gray levels in the
foreground. As a result, Region of Interest (Rol) extraction becomes a critical step
in hand vein-based biometric system. The vein patterns, being unique to each
individual, serve as powerful distinguishing features that help differentiate
authorized users from imposters [21].

3.3 Feature Extraction

3.3.1 Adaptive Log-Gabor Filter (ALGF)

To address bandwidth limitations associated with traditional Gabor filters, the
Adaptive Log-Gabor Filter (ALGF) is employed for feature extraction from the
input images. ALGF is applied at multiple scales and orientations to capture the
vein line patterns from the vein images. For the Log-Gabor filter, the scales are set
to 4, and the orientations are specified as 6 values ranging from (0° to 180°
({0,76,v3,m2,2w3,576}). To achieve effective feature extraction from vein
patterns, the parameters of the Adaptive Log-Gabor Filter (ALGF) were chosen
based on extensive empirical analysis [22-24]. The filter was configured with 4
scales and 6 orientations, as this setup offered an optimal balance between feature
richness and computational efficiency. Multiple combinations of scales and
orientations were tested; this configuration consistently provided the best
recognition performance with minimal redundancy. Configurations with higher
parameter values led to marginal accuracy improvements but introduced increased
feature dimensionality and longer processing time. Based on this analysis, the 4x6
setup was used in all experiments throughout the study. The frequency response of
the Log-Gabor filter (LGF) is represented by the equation (1).

{log(p} .
LGF ,)(p,0) = exp —zif”’ xexp{—(e_ex)} (1)

2
P

The polar coordinate system, denoted as (p,6) , the center frequency of LGF is f
and 6. indicates the orientation angle relative to LGF. The parameters ¢, and gy
represents the scale and angular bandwidth. To capture the vein patterns in both
finger and dorsal vein images, 40 different ALGF banks were created for feature
extraction.
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3.3.2 Adaptive Difference of Gaussian (ADoG) Filter

Edge detection using the first-order derivative highlights intensity transitions in an
image, enabling the identification of object boundaries and their orientation.
However, such gradient-based methods often lack precision in localizing edges
and are vulnerable to noise interference. To overcome these limitations, second-
order derivative approaches like the Laplacian of Gaussian (LoG) are used, which
detect edges by locating zero-crossings in the filtered image. LoG offers improved
accuracy in edge localization and enhanced noise robustness [25]. For
computational efficiency, the LoG can be effectively approximated using the
Difference of Gaussians (DoG). In this work, an Adaptive DoG (ADoG)-based
feature extraction framework is employed, and its process flow is represented in
Figure 2.
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Figure 2

ADoG based feature extraction model

3.3.3 Deep Learning Models

Deep learning techniques are increasingly being adopted in biometric systems to
enhance person recognition performance. When working with newly acquired
datasets, convolutional neural networks (CNNs) can adapt their parameters
effectively especially if trained initially on large-scale datasets. One of the key
advantages of deep learning is transfer learning, which addresses the common
limitation of having limited training data. A popular method within this
framework is fine-tuning, where pre-trained networks such as VGG16 and
AlexNet are adapted to a specific task [26, 27]. In the proposed system, deep
learning models including VGG16, AlexNet, and GoogleNet are integrated during
the recognition phase to improve classification accuracy.
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3.4 Feature Fusion

In the proposed approach, fusion is performed at both the feature level and the
score level to enhance recognition accuracy. At the feature level, a maximum
entropy-based strategy is applied to combine the extracted features effectively. For
score-level fusion, a weighted sum rule is used to integrate matching scores from
different classifiers. The feature fusion process is illustrated in Figure 3.

The three feature vectors are represented by the equations (2) to (4).

S ALGF = {ALGF1 > ALGFZ ~~~~~~ ALGF\, } 2
Sapoc = {ADoGl ) AD0G2 ------ ADDGM } 3)
Jreos = {VGG161,VGG162 ....... VGG16P} 4)

The combined feature vector is represented in Equation (5).

3
Fused _Feature_Vector(f)= Z {fALGFik,fADaGik’fVGGl67k} ®)

k=1

The fused feature vector is denoted by /. Entropy-based analysis is applied to the
feature vector to identify the most significant features, as shown in Equations (6)
and (7).

il ALGF
P e P
0 esseos-eei || SerialBased | | Maximum entropy |
BN Lo Fusiomof - -»  approach for
': i | 1 i Features i i selecting features i

. . :
Finger vein o v ey -
' i

Figure 3
Feature level fusion

The symbol p denotes the probability associated with the features and H. refers to
the calculated entropy. Score-level fusion consists of two key phases:
normalization and combination. Among the available normalization techniques,
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hyperbolic tangent (TanH) normalization offers improved stability and
effectiveness. The proposed method uses the weighted sum rule for performing
score-level fusion.

By =—NH, Y. p(f) ©)

faptimal_select = BHe (max(f;' )) (7)

3.5 Classification

The proposed system integrates multiple classification algorithms to enhance
recognition accuracy in vein biometric analysis. Specifically, Decision Tree (DT),
K-Nearest Neighbor (KNN), and Support Vector Machine (SVM) classifiers were
employed to evaluate the discriminative capability of the extracted features. These
classifiers were selected due to their complementary characteristics in handling
complex, high-dimensional feature distributions typical in vein pattern data. SVM,
particularly with an RBF kernel, achieved superior results by effectively mapping
non-linearly separable data into higher-dimensional spaces, thereby maximizing
the margin between classes. KNN was applied for its ability to make predictions
based on local proximity, though its performance was influenced by the choice of
'k’ and distance metric. The Decision Tree classifier, known for its simplicity and
interpretability, provided fast classification but exhibited sensitivity to noisy data
and a tendency to over-fit. Among the three, SVM consistently delivered the
highest classification accuracy, especially in cases with intricate or overlapping
vein structures, validating its robustness in biometric recognition tasks [28].

4 Results and Discussion

4.1 Dorsal and Finger vein Dataset

The evaluation of the proposed system was conducted using two publicly
available finger vein datasets: SDUMLA-HMT and FV-USM. Additionally,
performance testing for dorsal vein recognition was carried out using datasets
provided by Felipe Wilches et al. and Dr. Badawi. A detailed overview of all
finger and dorsal vein datasets used is presented in Table 1.
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Table 1

Summary of the datasets

. . . Dr. Badawi
AI;;rt‘abs‘;:g/ SDUMLA[29] | Fv-usmpo] | © eh‘;e 1W31;°hes hand veins
etal31] dataset[32]
. 138(4)
Subjects 106 (6) 123 (4) 113(4) 100(2)
Resolution (pixels) 320 x 240 640 x 480 752 x 560 320 x 240
Image count 3816 2952 16170; 500

Figure 4 shows sample input images of both finger vein and dorsal vein patterns

used in the study.

Figure 4

I

Sample input images of finger vein and dorsal vein patterns

4.2 Preprocessing

Figures 5 and 6 shows the processed images of finger veins and dorsal veins,
respectively.

Contrast adjusted image Sharpened image

Input image

MSAUCE image CLAHE image

Histogram equalized image

Figure 5
Processed images of finger vein patterns

—245-




G. Velliangiri et al. Vein Based Multimodal Biometric System Using Handcrafted and Deep Features

. . Histogram equalized .
Input image Sharpened image CLAHE image
mage

Figure 6
Enhanced Dorsal vein images

4.3 Feature Extraction

Following the extraction of the Region of Interest (Rol), the vein patterns from the
finger images are captured using two distinct filtering techniques: (i) the Adaptive
Log-Gabor Filter (ALGF) and (ii) the Adaptive Difference of Gaussian (ADoG)
filter bank. The ALGF filter bank contains 40 images, each varied in terms of
scale and orientation. For instance, ALGF Design 1 is generated by setting, /=0.5,
with simultaneous adjustments to both scale and orientation. The results of ALGF
design 1 applied to the dorsal and finger vein images are shown in Figure 7. By
varying the 6 & p, multi-directional and multi-scale vein patterns from both finger
and dorsal vein are captured for enhanced feature extraction accuracy.

O=n/2 ,p=0.15 0=n/3 ,p=0.25 0=n/2 ,p=0.55 0=57/6 ,p=0.15
0=n/6 ,p=0.25 0=2n/3 ,p=0.18 O=n/2 ,p=0.27 0=n/2 ,p=0.65
Figure 7

ALGF-1 (f = 0.5) applied to finger vein images at various scales and orientations

As done with the finger vein images, a total of 10 unique ALGF configurations
were developed for the dorsal vein dataset. Each design was created by selecting
specific frequency values and systematically modifying the scale and orientation
settings. For example, the first ALGF configuration was built using a frequency
value of f=0.5, along with tailored adjustments to scale and orientation. The
resulting output of this configuration on dorsal vein images is illustrated in Fig. 8.
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0=1/2 p=0.15 0=1/3 ,p=0.25 0=1/2 ,p=0.55 0=51/6 p=0.15
0=1/6 p=0.25 0=21/3 p=0.18 0=1/2 ,p=0.27 0=1/2 ,p=0.65
Figure 8

Output of ALGF-1 applied to dorsal vein images with f=0.5 across multiple scales and orientations

The proposed biometric authentication system leverages deep learning models
such as AlexNet, VGG16, and GoogleNet to extract features from both finger and
dorsal vein images. To enhance recognition performance, the system integrates
both feature-level and score-level fusion strategies. Its effectiveness is measured
using standard evaluation metrics, including Accuracy, Equal Error Rate (EER),
False Acceptance Rate (FAR), and False Rejection Rate (FRR).

In this context, a True Positive (TP) indicates the correct recognition of an
authorized user, while a False Negative (FN) occurs when a legitimate user is
wrongly denied access. A True Negative (TN) refers to the proper rejection of an
unauthorized individual, and a False Positive (FP) reflects an incorrect acceptance
of an imposter. Specifically, the False Acceptance Rate (FAR) represents the
probability that an unauthorized person is mistakenly granted access, as expressed
in Equation (8).

AR=—1F ®)

TN + FP

The False Rejection Rate (FRR) represents the probability that a legitimate user
will be mistakenly denied access by the biometric system. This metric is defined
in Equation (9).

FN 9)

FRR=———
TN + FP

The EER occurs when the False Acceptance Rate (FAR) equals the False
Rejection Rate (FRR), representing the optimal balance between false acceptances
and false rejections. Figure 9 illustrates the recognition accuracy obtained from
unimodal inputs specifically, finger vein and dorsal vein images evaluated on two
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different datasets. The experimental analysis shows that applying the ALGF
method in conjunction with an SVM classifier results in a recognition accuracy of
95.65% on the SDUMLA finger vein dataset. In comparison, the use of the ADoG
method along with the SVM classifier on the Dr. Badawi hand vein dataset
achieves an accuracy rate of 90.25%.

200 Accuracy Comparison y C
87.85 88.50 89.50 89.15 88.90 88.56 90.25
)
g [CsvMm > SwM
5 [ o7 g — Lu
§ I KNN § I <N
Yo
& F
QQ R 04 &
2) < K\
QA Q
Datasets Datasets
ALGF feature extractor ADoG feature Extractor
Figure 9

Unimodal recognition accuracy for vein images

Table 2 presents the results of applying the VGG16 deep learning model to
unimodal biometric modalities. The model achieves an accuracy of 95.65% on the
Felipe Wilches finger vein dataset, with an Equal Error Rate (EER) of 1.25%.

Table 2
Performance of VGG16 deep learning architecture
Metric SDUMLA | Fv-usm | [Felipe | Dr. Badawi hand
Wilches veins dataset
Accuracy (%) 94.25 93.44 95.65 95.57
False Acceptance Rate (FAR) 1.98 1.15 1.28 1.56
False Rejection Rate (FRR) 2.01 1.76 1.32 2.34
Equal Error Rate(EER) 1.65 1.56 1.25 1.78

In the proposed multimodal vein authentication system, several fusion approaches
were evaluated with different classifiers across four distinct dataset combinations.
Table 3 summarizes the accuracy results for the fusion technique, combining
ALGF, ADoG, and VGGI16, applied to these combinations. The system achieves
the highest accuracy of 96.5% when using the SVM classifier.

Figure 10 illustrates the evaluation of the False Acceptance Rate (FAR) and False
Rejection Rate (FRR) for various classifiers across different database
combinations. The proposed system demonstrates a FAR of 0.95 and an FRR of
0.95 when the SVM classifier is applied to the SDUMLA finger vein and Dr.
Badawi hand vein datasets.
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Table 3

Accuracy of the Proposed Method across Different Classifiers and Database Combinations

Accuracy of the Proposed Method across Different Classifiers and
Database Combinations
Classifiers SDUMLA + FV USM + SDUMLA FV USM +

Dr. Badawi Dr. Badawi + Felipe Felipe

hand veins hand veins Wilches Wilches
KNN 93.45 94.45 94.5 93.35
DT 94.70 93.65 93.25 92.55
SVM 96.50 94.50 96.1 95.75

Table 4 provides a summary of the Equal Error Rate (EER) for the classifiers
tested. Using the SVM classifier, the system attains an Equal Error Rate (EER) of
0.95 on both the SDUMLA finger vein and Dr. Badawi hand vein datasets.

19

SDUMLA-Felipe Wilches

FV-USM+Felipe Wilches

11

0e

3 8RR

L
FAR FRR FAR FRER FAR

SDUMLA-Dr. Badawi hand  FV-USM+Dr. Badawi hand vein

Figure 10

FRR

vein

EENNEDT @sVM

FAR FRR.

Classifier Performance Analysis: FAR and FRR across Different Dataset Combinations

Table 5 outlines the accuracy results obtained from the proposed approach when
employing various deep learning models. Among them, VGG16 delivers the best
performance, reaching a top accuracy of 98.5% on the combined SDUMLA finger

vein and Dr. Badawi hand vein datasets.

Table 4

Equal Error Rate Analysis for the Proposed System Using Four Dataset Variants

Evaluation of EER for the proposed system with four distinct
database combinations

Classifi + +
assifiers SDUMLA . FV USM . SDUMLA+ FV U.SM +
Dr. Badawi Dr. Badawi Felipe Wilches Felipe
hand veins hand veins P Wilches
KNN 1.275 1.13 1.15 1.125

—249-




G. Velliangiri et al.

Vein Based Multimodal Biometric System Using Handcrafted and Deep Features

DT 1.20 1.19 1.18 1.25
SVM 0.95 1.15 1.12 1.17
Table 5

Comparative accuracy analysis for different deep learning architectures applied to multiple databases

Accuracy (%)

DL Models SDUMLA + FV USM + SDUMLA+ FV U.SM +
Dr. Badawi Dr. Badawi Felipe Wilches Felipe
hand veins hand veins P Wilches

VGGI16 98.5 95.65 96.25 96.56
AlexNet 95.25 95.00 95.65 94.45
GoogleNet 93.00 94.45 94.35 93.45

The higher accuracy achieved by VGG16, compared to AlexNet and GoogleNet,
can be attributed to its deeper network architecture and more uniform
convolutional layers, which allow for finer-grained feature extraction. The smaller
receptive fields in VGG16 help capture detailed spatial patterns in vein images,
which are crucial for accurate classification. In contrast, AlexNet and GoogleNet,
while effective, may struggle with complex vein textures due to their differing
layer configurations and pooling strategies. VGG16’s ability to better retain
spatial information during feature fusion likely contributed to its higher
performance in this study. Figure 11 presents a comparison of the False
Acceptance Rate (FAR) and False Rejection Rate (FRR) across different deep
learning models. With the VGG16 architecture, the system reports a FAR of 0.105
and an FRR of 0.25 for both the SDUMLA finger vein and Dr. Badawi hand vein
datasets. Table 6 provides an overview of the Equal Error Rate (EER) for various
deep learning models. The system yields an EER of 0.177 with VGG16 on the
SDUMLA finger vein and Dr. Badawi hand vein datasets.

1.6

1.4

1.2
1

0.8 i

W VGGle

B AlexNet
GoogleNet

0.6
0.4+

0.2

SDUMLA+Felipe
Wilches hand vein

7-USM+Felipe Wilches| SDUMLA~+Dr. Badawi | FV-USM+Dr. Badawi
hand vein

Figure 11
Performance Analysis of Deep Learning Architectures: FAR and FRR across Database Combinations
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Table 6
EER performance evaluation for the proposed method using multiple deep learning architectures on
diverse databases

Assessment of EER across Selected DL. Methods
DL Models SDUMLA + FV USM + SDUMLA+ FV U?M +
Dr. Badz.lwi Dr. Badz.lwi Felipe Wilches F Fllpe
hand veins hand veins Wilches
VGGI16 0.177 0.26 0.285 0.985
AlexNet 0.305 0.65 0.25 0.55
GoogleNet 0.35 0.525 0.75 0.625

Table 7 presents the accuracy outcomes of the developed system employing
various score-level fusion techniques. Among the evaluated methods, the
weighted sum rule demonstrates superior performance, delivering an accuracy of
97.5%. This approach also records a False Acceptance Rate (FAR) of 0.75, a False
Rejection Rate (FRR) of 0.95, and an Equal Error Rate (EER) of 0.85 when
applied to the combined SDUMLA finger vein and Dr. Badawi hand vein datasets.

Table 7
Comparison of Accuracy across Various Score-Level Fusion Strategies
Comparison of Accuracy (%) across Various Score-Level Fusion
. Strategies
Fusion scheme = UMLA+ | FV USM + FV USM +
. . SDUMLA+ .
Dr. Badawi Dr. Badawi Felipe Wilches Felipe
hand veins hand veins P Wilches
Max rule 91.85 90.55 89.45 90.55
Min rule 80.45 78.50 78.65 79.15
Sum rule 92.25 91.25 91.00 91.65
Weighted sum rule 97.5 94.45 96.5 93.45

Detailed values of FAR, FRR, and EER for different score-level fusion techniques
across various dataset combinations are presented in Tables 8 and 9.

Table 8
Evaluation of FAR and FRR across different score-level fusion techniques for the proposed method

Evaluation of FAR and FRR across different score-level fusion scheme
i + +
Fusion SDUMLA . FV USM SDUMLA+ FV USM +
scheme Dr. Badawi Dr. Badawi hand . . . .
. . Felipe Wilches Felipe Wilches
hand veins veins

FAR FRR FAR FRR | FAR FRR FAR FRR
Max rule 1.78 1.45 1.35 2.45 2.15 1.64 2.05 1.15
Min rule 2.15 1.95 2.45 3.45 1.75 2.95 1.85 2.65
Sum rule 1.45 0.85 2.15 1.85 1.15 1.35 1.45 1.945
We‘giﬁfs SU 075 | 0.95 1.05 125 | 095 1.25 145 | 115
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Table 9

Evaluation of EER across different score-level fusion methods in the proposed system

Fusion Evaluation of EER across different score-level fusion methods
usi
+ +

scheme SDUMLA FVUSM SDUMLA+ FV USM +

Dr. Badawi Dr. Badawi hand . . . .

. X Felipe Wilches Felipe Wilches

hand veins veins
Max rule 1.6 1.9 1.89 1.6
Min rule 2.05 2.95 2.35 2.25
Sum rule 1.15 2.0 1.25 1.69
Weighted 0.85 115 1.1 13
sum rule

The proposed approach exhibits improved effectiveness when applied to a
combination of SDUMLA finger vein and Dr. Badawi hand vein datasets. When
using feature-level fusion with the VGG16 model, the system achieves a peak
accuracy of 98.5%, along with a False Acceptance Rate (FAR) of 0.105, a False
Rejection Rate (FRR) of 0.25, and an Equal Error Rate (EER) of 0.177. In
comparison, the use of score-level fusion through the weighted sum strategy
results in an accuracy of 97.5%, with FAR, FRR, and EER values recorded at
0.75, 0.95, and 0.85 respectively. Table 10 represents the ablation study of the
vein biometric system.

Table 10
Unimodal Accuracy of Finger and Dorsal Veins
Biometric Dataset Classifier/ DL model Accuracy (%)
Modality
Finger vein (FV) FV- SDUMLA KNN 91.55
DT 93.55
SVM 95.65
VGG16 94.25
AlexNet 91.24
GoogleNet 89.12
FV USM KNN 84.65
DT 86.75
SVM 87.85
VGG16 93.44
AlexNet 89.15
GoogleNet 86.56
Dorsal vein (DV) DV- KNN 85.55
FW DT 87.50
SVM 88.50
VGG16 95.65
AlexNet 86.56
GoogleNet 87.15
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DV- KNN 82.45
Dr.BHV DT 86.25
SVM 89.50

VGGI16 95.57

AlexNet 88.12

GoogleNet 88.10

Table 10 presents the unimodal performance of finger and dorsal vein modalities
using traditional classifiers and deep learning models. Among all methods, SVM
and VGGI16 consistently achieved higher accuracy, indicating their effectiveness
in capturing discriminative vein features. The fusion of finger and dorsal vein
modalities clearly enhances the performance of the biometric system. The
application of feature-level fusion with the VGG16 deep learning architecture,
when used on two heterogeneous vascular biometric datasets, produced the
maximum recorded recognition accuracy of 98.5%. Score-level fusion using a
weighted sum rule also yielded high accuracy across different dataset pairs. Deep
learning models, especially VGG16, consistently surpassed traditional classifiers,
confirming the strength of multimodal integration in vascular authentication
systems as represented in the Table 11. Table 12 compares the proposed method
with current leading techniques.

Table 11
Multimodal Accuracy of Finger and Dorsal Veins
Dataset Level of Classifier / Accuracy

fusion DL Model (%)
SDUMLA + Dr. Badawi hand veins Feature level | KNN 93.45
DT 94.70
SVM 96.50

VGG16 98.5
AlexNet 95.25
Google Net 93.00

Score level Weighted sum rule 97.5

FV USM + Dr. Badawi hand veins Feature level | KNN 94.45
DT 93.65
SVM 94.50

VGG16 95.65
AlexNet 95.00

Google Net 94.45

Score level Weighted sum rule 94.45

SDUMLA+ Felipe Wilches Feature level | KNN 94.5
DT 93.25

SVM 96.1

VGG16 96.25
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AlexNet 95.65
Google Net 94.35
Score level Weighted sum rule 96.5
FV USM + Felipe Wilches Feature level | KNN 93.35
DT 92.55
SVM 95.75
VGG16 96.56
AlexNet 94.45
Google Net 93.45
Score level Weighted sum rule 93.45
Table 12
Comparative Analysis of Accuracy across Recent Multimodal Biometric Techniques
Author Technique/ Approach Modality Accuracy
Used
Shuyi Li etal. [33] | Local discriminant coding with Fingerprint + 77.94%
CNN-based feature representation Finger vein
Ge-Liang Lv et al. Adaptive radius LBP fusion using a | Fingerprint + 81.39 %
[34] single finger image under NIR Finger vein
setup
Syed Aqeel Haider Morphological processing Hand 92%
etal. [35] integrated with AlexNet and fuzzy geometry +
inference system Palm vein
Sunusi Bala Sequence-wise multimodal deep Fingerprint + >97%
Abdullahi et al. [36] | learning using STMFPFV-Net Finger vein
Proposed Method Fusion of handcrafted (ALGF, Finger vein + | 98.50
ADoG) and deep features using Dorsal hand
VGG16 with score and feature- vein
level strategies
1 Accuracy Comparison
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Figure 12

Comparison of recognition accuracy across different feature extraction frameworks
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The computational performance of the proposed vascular biometric framework
was assessed by recording the execution time for each processing stage. All
experiments were carried out in MATLAB 2024a on a workstation configured
with an Intel Core i5 (12th Generation) processor, 16 GB of RAM, and an
NVIDIA GeForce RTX 3050 GPU. The breakdown of the time consumed by
individual stages of the system is presented in Table 13, highlighting the overall

computational cost of the approach.

Table 13
Computational time for each stage of the proposed vein biometric recognition systems
Stage Method used Comput?ItI:(s);l al Time
Image Enhancement CLAHE, Histogram Equalization 95
Handcrafted feature extraction | Adaptive Log- Gabor, Adaptive 458
Difference of Gaussian filters

Deep Learning - feature VGG16, AlexNet, Google Net 566
extraction

Feature level fusion Maximum entropy 65
Classification (Classifiers) DT, KNN and SVM 318
Classification (DL Models) VGG16, AlexNet, Google Net 874

Conclusion

In this work, a robust multimodal vascular biometric authentication system is
presented, incorporating both finger vein and dorsal vein traits. The framework
integrates traditional handcrafted feature extraction with modern deep learning
approaches, enabling effective use of diverse datasets for improved recognition
accuracy. Dual-level fusion strategies were adopted feature-level fusion through
the maximum entropy technique and score-level fusion via a weighted summation
to enhance performance. Experimental evaluation using the SDUMLA finger vein
and Dr. Badawi hand vein datasets demonstrated a maximum accuracy of 96.50%
with an SVM classifier. When the VGG16 deep neural network was employed,
accuracy improved to 98.5%, while score-level fusion achieved 97.5%. Despite
these encouraging results, achieving real-time processing remains a challenge due
to the computational demands of deep architectures like VGG16. Consequently,
future research will investigate lightweight convolutional models that deliver
competitive accuracy with reduced processing requirements. Such models will
facilitate faster authentication, making the system more practical for deployment
in devices with limited computational capacity.
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