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Abstract: The rapid development of digital technologies has profoundly transformed 
education systems worldwide. This study highlights significant benefits, underscores 
serious risks and barriers of digital education, including its fundamental technologies, 
platforms, and prominent EdTech (Educational Technology) companies. It identifies the 
opportunities digital education offers over traditional models, such as personalized 
learning, cost efficiency, and enhanced accessibility, while also critically evaluating its 
associated challenges, including infrastructure gaps, data privacy issues, and disparities in 
access. Based on a detailed literature analysis, the study further discusses strategies to 
optimize digital education systems and highlights future research directions, notably in 
artificial intelligence, blockchain, and learning analytics. Limitations of the current 
analysis point to the need for empirical validation, context-specific insights, and ongoing 
research to keep pace with technological advances. The findings suggest that if properly 
supported by national policies and technological investments, digital education can be a 
powerful driver for educational innovation and societal progress. 

Keywords: Digital Education; Educational Technology (EdTech); Online Learning; 
Artificial Intelligence (AI); Blockchain; Virtual Learning Environments (VLE) 

1 Introduction 

Digital education, also known as technology-enhanced learning (TEL), e-learning, 
or smart education, refers to the use of digital technologies across all educational 
levels [1], [2]. With the rise of the internet, both students and teachers can study 
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and teach flexibly from any location, accessing vast resources and employing 
innovative methods such as interactive screens instead of traditional blackboards. 
Digital education minimizes the need for physical infrastructure and printed 
materials, aligning more closely with sustainable development trends [3]. It not 
only introduces new tools but also transforms how knowledge is accessed and 
processed. The COVID-19 pandemic accelerated the global shift to online 
learning, affecting over 1.5 billion students [4], [5], [6]. Additionally, the energy 
crisis caused by the Russia-Ukraine conflict further prompted countries like 
Hungary to adopt hybrid or fully online education models in 2022 and potentially 
beyond [7], [8]. Though many recognized the value of digital education during 
these crises, online learning had already emerged in 1989 and has since become 
mainstream [9]. While terms like "digital education," "online learning," and "e-
learning" are often used interchangeably, digital education broadly encompasses 
both online and offline technologies, online learning specifically refers to internet-
based study, and e-learning focuses on virtual processes [10]. Smart education, 
meanwhile, allows personalized use of advanced technologies [11], and TEL 
highlights the integration of digital tools into teaching practices [12]. Edtech 
empowers all the hardware, software, and other items related to the process for 
students to learn and educators to teach. In the coming years, educational 
technology products such as AI-powered, AR-enhanced, and VR-integrated are 
expected to boom in the education industry. 

In this paper, we aim to explore the fundamental technologies supporting digital 
education, review the major digital learning platforms and emerging Edtech 
companies, and analyze the opportunities, challenges, and future trends in this 
evolving field. By understanding these elements, we seek to provide insights into 
how digital education can be more effectively integrated and improved across 
different educational contexts. 

2 Literature Review 

2.1 Basic Digital Education Technologies 

Nowadays, most innovations are enabled or embodied by digital technologies and 
tools, or data and software. Digital education strategies are becoming an important 
part of a country. In the past decade, digitalization has been one of the most 
important drivers of education innovation in the past decade. Table 1 presents the 
basic digital education technologies discussed in the following section. 
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Table 1 
Basic technologies in digital education 

Technology Key Contributions 

Information and Communication 
Technology (ICT) 

Enhancing student–teacher interaction; 
ensuring device and internet accessibility; 
prioritizing ICT infrastructure investment 

Data Management and Learning Analytics 

Personalizing learning through big data; 
evaluating academic performance and 
interests; promoting open-access 
educational resources 

Artificial Intelligence (AI) 

Supporting educational planning and 
assessment; enabling personalized 
evaluation; driving national strategies for 
AI-based education 

Blockchain 

Securing data transactions; enabling 
immutable credentialing; expanding 
international employment opportunities 

Source: authors’ own construction based on literature [13], [14] 

2.1.1 Information and Communication Technology (ICT) 

ICT is a prominent part of digital education, which supports, enhances, and 
optimizes the spread of knowledge and information. ICT is an efficient method to 
enhance the interaction between students and teachers. ICT refers to any 
communication devices and applications (internet, radio, television, cellular 
phones, computer and network hardware and software, satellite systems, and other 
services and applications). It enables high-speed connection to the internet and 
devices, such as computers, tablets, and smartphones, to use digital services. To 
obtain and use the advantage of digital technologies, high-speed internet, large-
capacity internet, and the availability of devices (computer, tablet, smartphone) 
are two essential elements [14]. 

Investment in ICT in the education sector is the top ten priority of digital 
strategies in OECD countries. Many countries, such as the United States, Japan, 
and the United Kingdom, have set ICT infrastructure investment as the core of 
their digital education strategies. Tablets and smartphones are increasingly 
important as available devices to access digital education, but the best or 
appropriate devices for digital education depend on students' age, individual 
demands, and types of learning activities (in school or after school). 

2.1.2 Data Management and Learning Analytics 

Digitalization is based on vast quantities of data. Algorithms provide a foundation 
for data collection from huge amounts of data. Better data analysis is one of the 
drivers for improving the digital education system, especially big data and 
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learning analytics. Learning analytics can significantly improve individual 
personal learning, but it is still in its infancy. Learning analytics can evaluate 
students’ academic data, interests, talents, and temperament, which can help 
understand the teaching and learning process better and provide helpful feedback. 
Open data is one of the digital education types, providing digital resources with 
open access to public and private users [14]. 

2.1.3 Artificial Intelligence (AI) 

AI has been debated for the last three decades [14] as the most eruptive 
technology. AI, or the combination of AI and other technologies, is generally 
where digital education innovations are. An AI system consists of four important 
functions: 

• plan and design, collect and process data, build models, and interpret 
• verify and validate 
• deploy 
• operate and monitor 

AI in education helps to analyze, recommend, and diagnose different goals. For 
instance, it allows teachers to evaluate and assess students. Especially, assessment 
based on AI motivates new activities (original response: graph, simulations, and 
performance) instead of choosing the correct answer from the given choices. 
Some countries put assessments based on AI at a highlighting point or a national 
strategy, such as Ireland, Israel, the United States, and Sweden. 

2.1.4 Blockchain 

Blockchain is a relatively new technology (emerged in 2008) and has started to 
influence education gradually [14]. Blockchain is a distributed ledger representing 
the second phase of the internet (from information exchange to real value 
exchange). Blockchain improves the security of transferred data and value 
between people and parties by diminishing the participation of intermediaries. 
There are five characteristics of blockchain that promise its decentralized 
transactions: distributed, encrypted, inclusive, transparent, immutable, and 
historical. A crucial feature of blockchain is that data or transactions cannot be 
changed once written into the blockchain [13]. Blockchain benefits education 
from the point of view of the employment value chain (education providers, 
students, employers, employees, and other service providers providing 
blockchain-enabled credentialing. Employment will no longer be limited to the 
domestic market. 
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2.2 Digital Education Platforms 

Digital education platform refers to the software assisting educators and students 
during the education process, including learning management systems (LMS), 
learning content management systems (LCMS), virtual classroom tools, virtual 
learning environments (VLE), and so on [15]. In this subchapter, we mainly 
explained what digital education or digital learning platforms are. 

2.2.1 Learning Management Systems (LMS) 

The LMS platform is used to support students in learning, including two primary 
types: institutional platforms used for the largest and most academic purpose and 
platforms offered by commercial organizations [16]. 

The institutional platforms used for the largest and most academic purposes are 
Moodle and Blackboard. They are used for accessing resources and services 
during blended learning and in-class learning in formal education. It was proven 
by a survey that institutional platforms improve students’ outcomes in learning. 
The platform offered by commercial organizations provides online courses, such 
as MOOCs, Small Private Online courses, online courses especially for students 
with learning disabilities, and virtual laboratories. 

2.2.2 Learning Content Management Systems (LCMS) 

In learning content management systems, the learning content can be created, 
managed, hosted, and tracked when the learners need it [17]. We can understand it 
as a one-stop shop, from learning material creation to delivery. Learning 
management systems deal with wider learning types, such as e-learning, 
traditional face-to-face learning, and workshops. While learning content 
management systems only manage digital learning content. Differing from 
Learning management systems, learning content management systems allow 
authors to create learning materials or experiences as well. Learning content 
management systems can track more details in digital learning experiences than 
Learning management systems. The features of learning content management 
systems are: 

• Modern, responsive design 
• Efficient workflows 
• Translation workflows 
• Published files and learner logins 
• Analytics 
• Multi-format asset management 
• Collaborative authoring 
• Reliable security infrastructure 
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2.2.3 Virtual Classroom Tools and Virtual Learning Environments (VLE) 

A virtual classroom [18] is a video conferencing tool that enables participants to 
interact and engage while in a controlled environment. Whenever and wherever 
the participants are, as long as they have available internet access and devices, a 
virtual classroom tool connects them together. It can also facilitate students’ 
progress, such as class attendance and participation in activities. Virtual classroom 
features include: 

• Track students’ participation 
• Display teaching materials in different forms (documents, slide decks, 

and multimedia) 
• Flexible learning experience (sharing screen and virtual whiteboard 

features) 
• Teachers can join different blocks, dividing students into different groups 
• Participate in polls and quizzes 
• Record and manage recordings 

A virtual learning environment (VLE) is an online platform that encapsulates all 
types of online learning environments, such as online learning, online reading 
resources, information websites with skill assessments, and any other types of 
virtual learning forms [19]. It aims to extend study outside of the classroom and 
beyond physical distance [20]. Virtual learning environments can be through the 
virtual classroom, learning management system (LMS), or even social media [21]. 
There are three main types of virtual learning environments based on the 
interaction between participants, such as synchronous, asynchronous, and hybrid. 

The best online learning platforms in 2024 [22] are Udemy, Coursera, 
Codecademy, Khan Academy, Blackboard, Canvas, and Moodle. 

2.3 Popular Edtech (Education Technologies) and Companies 

Edtech companies play an essential role in upgrading education with diverse 
technologies. More and more Edtech companies are sprouting to enhance the 
education industry. The top Edtech companies are Duolingo, Guild Education, 
Udacity, Panorama Education, Newsela, Course Hero, Great Minds, and A Cloud 
Guru [23]. 

The most commonly used Edtech and sprouted popular companies or applications 
[24], [25] are summarized below: 

• Video conferencing cameras (The Meeting Owl) 
• Video meeting apps (Google Classroom) 
• Learning management platforms (Edmodo) 
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• Gaming apps (DreamBox Learning) 
• Digital whiteboards (SMART Technologies) 
• Communication boards/discussion tools (Piazza) 
• Laptops, tablets, and projectors 
• Communication apps (Remind) 
• Research platforms (Turnitin) 
• Presentation and design software 
• Track, quiz, and test software (Kahoot!, Civitas Learning, Examity) 
• An online textbook and course distributor (Cengage, Chegg) 
• Online studying and tutoring services (Apex Learning, Chegg, MOOCs, 

edX) 

3 Methodology 

This study employs a qualitative research design based on a comprehensive 
review and synthesis of secondary sources, including peer-reviewed articles, 
institutional reports, and policy documents. Data were collected from established 
academic databases and official organizational publications dated primarily 
between 2010 and 2024. The methodology focuses on content analysis to identify 
recurring themes, technological trends, opportunities, and challenges within the 
digital education landscape. The selection criteria for sources emphasized 
relevance to digital education technologies, platforms, EdTech companies, and 
national strategies toward digital learning. 

4 Results 

4.1 The Opportunities of Digital Education in Comparison to 
Traditional Education 

4.1.1 Personalized Study 

Students or anyone who wants to learn something can find the related materials 
based on their own interests and level. Teachers are allowed to make a 
personalized study plan for students based on their strengths, weaknesses, skills, 
and interests [26]. Teachers can even evaluate students' performance based on the 
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overall aptitude of students and proactively address students’ weaknesses by 
predicting trends via digital platforms. 

4.1.2 Economic Efficiency 

In comparison to traditional education, digital education does not depend on 
conventional facilities, such as classrooms, buildings, boards, hard copy study 
materials, and other essential resources such as water supply, heaters, and so on. 
As for education providers or organizations, minimizing the cost of education 
infrastructure is a huge incentive. Students do not need to pay for their interesting 
courses as there is a vast amount of free study material available online [27]. 
Besides, when students apply for an institution or university, they can upload the 
application through a unified online system instead of the long, slow, and tiring 
offline process [4]. Therefore, digital education is much more economical and 
efficient. It is more widespread and economical for both teachers and students. 

4.1.3 Vast Course Variety 

It is hard to see any fields that cannot be reached by e-learning. A vast range of 
disciplines can be available via a button, such as religion study, commerce, 
marketing, philosophy, programming, painting, photography, nutrition, workout, 
etc. [27]. 

4.1.4 Extensive Collaboration 

The Internet easily brings everyone together on the planet. Like-minded people 
can communicate, share information, and collaborate with each other without 
boundaries, limitations, or even language barriers [27]. The cloud-based or cloud-
enabled tools offer the opportunity for students to work together on one document 
beyond physical space limitations. Students can discuss their thoughts, solve the 
problem, help each other, and upload their assignments online [26]. 

4.1.5 Flexible Study Requirements 

Online learning differs from traditional education in that teachers and students do 
not have to attend the same classroom at the same time. And students have to pay 
certain tuition fees for their studies [27]. In digital education, any teacher and 
student on opposite ends of the planet can communicate studies in different time 
zones. Teachers can record their presentations to spread to other populations again 
and again. Students can retake the same course as many times as they want if 
needed. Wherever is suitable for them, there is the “classroom”. Even when you 
have to stay in bed because of sickness or just laziness, it is still good to study via 
digital education technologies and tools. Or in the face of other risks, such as bad 
weather conditions or strict challenges (keeping a safe distance during the 
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COVID-19 regulation), students can still maintain excellent attendance rates and 
catch up on any important course with one “join” button to participate online or 
“play” button to watch recordings [4], [26]. 

4.1.6 Efficient Evaluation of Students’ Performance 

Teachers can check students’ performance through digital education platforms, 
such as checking attendance, giving grades, evaluating homework or assignments, 
class activities, and so on [4]. Students can easily and quickly access their grades, 
submit tasks, check for plagiarism, etc. 

4.1.7 Improving Learning Outcomes 

The interactive courses and high-tech-based courses can attract students' attention 
and motivate them to focus on the process of class and further improve their 
learning skills [4]. The use of digital tools, such as slide decks, multimedia, digital 
repositories of teaching materials, games, and videos, can help teachers interpret 
the material more vividly and clearly and save energy and time from old piles of 
paper materials [26] [24]. Besides, teachers can easily manage their time and 
teaching plans via digital tools. Studies have proved that students perform better 
with high-tech teaching forms [15]. Improving learning outcomes via digital 
platforms benefits both teachers and students. 

4.2 The Risks and Challenges of Digital Education 

Challenges and risks from digital education mainly come from the digitalization 
transition, which needs to be paid attention to as strategies and solutions. 

4.2.1 The Building of ICT Infrastructure and Related Technologies 

ICT is a prominent part of digital education, and investment in ICT in the 
education sector is the top ten priority of digital strategies in OECD countries.  
The infrastructure is connected with the development of digital education, such as 
the capability of digital devices (computers, tablets, smartphones, and so on) and 
internet connectivity [14]. The digital education development gap will be 
influenced by the building of ICT infrastructure. Other related technical issues are 
usually bound to happen during fully online studies, such as poor internet 
connection, weak camera conditions, and laptop shutdown [28]. 

4.2.2 Data Security and Privacy Issues 

Data security and privacy are always questioned in the fields of digitalization 
transformation, including education, such as data breaches and hacking. It is also a 
part of countries’ digital education strategies. Private or not public data should be 
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protected only for those who have the authority to access it. As a suggestion of the 
“bring your own device” method, students bring their own devices to school.  
The widespread use of digital devices may cause data security and privacy issues. 
There are not enough safeguards and other sufficient protection solutions [14]. 
There are some ways to tackle data security and privacy issues: build a secure ICT 
infrastructure and implement cybersecurity. 

4.2.3 The Diffusion Difficulty from Individuals and Institutions 

Digital education meets the need to adapt to the drastically changing world, but 
digital education is highly dependent on governments and policymakers. Even 
though digital education significantly enhances education for educators and 
learners, adaptation is still difficult between individuals and educational 
institutions [29]. 

4.2.4 Potential Gaps or Inequity between Students and Learners 

Nevertheless, digital education has its unique and irreplaceable advantages in 
education. However, devices, as one of the most important players in digital 
education, may not be affordable for each student [14]. Those students who have 
higher chances to access high-speed and large-capacity networks have higher 
possibilities to take advantage of digital education. In contrast, this gap may 
depress those students who are not able to access sufficient internet and efficient 
devices or other digital technologies. Probably, the gap can be widened among 
students because of the different accessibility to devices and the internet or digital 
technologies, which can cause new exclusion. 

4.2.5 Inefficiency Learning 

Distractions are everywhere during the study, but it is more frequent in online 
studies. A pet comes to a laptop when you are studying or at your home office, 
and it is usually easy to distract your attention. Online learning could be very 
inefficient for those students who are not good at time management [28].  
The comfort at home is also a good temptation for students to lose motivation to 
study. 

4.2.6 Diminish Social Effect 

Even though virtual classrooms can execute class activities, some special activities 
are still better to have physically, such as social interactions [28], which help to 
build social networks and bonds. Virtual interaction cannot replace in-person 
activity to make people feel close and friendly. 
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4.2.7 The Additional Instructional Burden for Educators 

Digital technologies and tools are supposed to facilitate teachers only if they have 
the proper skills to use them. On the other hand, investment in digital technologies 
and tools is efficient when they are used in teaching. It means teachers or 
education providers have to learn how to use and adopt these related technologies. 
Teachers who have to evaluate students’ performance or work during teaching 
sometimes need to manage students’ activities and the use of multiple devices or 
platforms at the same time [14]. 

From the point of view of teachers, they have additional work on learning how to 
deploy digital technologies and tools. From the point of view of digital 
technologies investment, it can be challenged by teachers’ or education providers’ 
digital competencies. 

4.2.8 Digital Literacy Education 

Modern students need to be equipped with proper digital skills to survive in the 
digital society and economy. How to teach students suitable digital skills such as 
data operation (using a computer and the internet), information navigation 
(searching and understanding online information), social skills (communicating 
and interacting), and creative skills (creating and sharing quality information) 
[14]. 

4.3 Suggestions for Improving Digital Education 

It cannot be overemphasized that digital education is a national strategy at a policy 
level. Some countries are gradually addressing this issue, such as Hungary and 
France's 2015 Digital Education Plan. In Hungary, interactive display devices 
available for 3D display in the specialized classroom are required within a school 
with a minimum percentage. In primary or secondary school, at least one 3D 
printer should be provided per 500 students. In a computer classroom, at least one 
programmable robot should be available per three students [14]. 

Governments and policymakers who are dependent on digital education should 
pay more attention to and invest in the infrastructure framework of digital 
education. It is difficult for teachers and institutions to learn more digital tools and 
technologies, while students are willing to learn digitalization knowledge [29]. 
Highlighting the importance of digital education can focus on different industries 
and fields as national strategies. 
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4.4  The Future of Digital Education 

The global digital education market has been booming in recent years, and it has a 
huge potential market. The worldwide digital education market is expected to 
increase to $319 billion by 2025. In comparison, it was $187.87 billion in 2019 
[27]. There are some crucial aspects predicted among the rapid spread of digital 
education: the use of AI (Artificial Intelligence), cloud-based solutions, massive 
investments by major market players, the use of VR (virtual reality) technology in 
education, big data, and the use of IoT (Internet of Things). Learning analytics, as 
an efficient approach for improving personalized study in an infancy stage, is still 
a potential area to be improved to promote digital education. AI, specifically used 
in digital education, will also be worthwhile and meaningful to investigate [14]. 
And blockchain technology, which is in its early stage in digital education, needs 
more exploration in the future [14]. 

Education can be regarded as one of the biggest assets in this century, and digital 
technologies and tools are one of the biggest innovations in the present century. 
The adoption of digital technologies and tools provides the opportunity to 
disseminate education to all populations. Digital education is full of potential to 
bring new development and prosperity if it can be harnessed well and properly. It 
is valuable to extend research on digital education in-depth and consider digital 
education as a part of national or regional strategies. 

5 Discussion 

Emerging technologies like AI, blockchain, and IoT [30] present new possibilities 
for improving digital education. AI helps tailor learning experiences, blockchain 
can enhance the security and recognition of academic records, and IoT connects 
learning environments for a more immersive experience [13], [27]. Digital 
education must fundamentally reshape how knowledge is delivered and accessed. 
It offers significant benefits, including personalized learning through AI and data 
analytics, reduced infrastructure costs, and expanded access to diverse educational 
resources [26], [27]. Students benefit from flexible learning schedules and global 
collaboration opportunities via cloud-based platforms and learning management 
systems [26]. 

However, challenges remain. Access to digital tools and reliable internet is still 
uneven, especially in low-income regions [14]. Concerns about data privacy and 
cybersecurity are growing as more personal information is stored online [14]. 
Additionally, online learning can reduce opportunities for social interaction and 
impact student motivation [28]. The digital divide continues to deepen existing 
educational inequalities [14]. Besides, over-relying on AI may undermine 
humans’ motivation and skills for critical and independent thinking, memory, self-
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directed problem-solving, and creativity. Students may be misled into thinking 
that machines can replace "human understanding" in understanding some subjects. 
While the truth is that machines can process the data analysis, instead of 
understanding concepts like humans [31], [32]. National policies, such as those 
implemented in Hungary [14], demonstrate that government support is critical in 
optimizing digital education applications. Investment in digital infrastructure, 
teacher training, and digital literacy programs is essential for bridging gaps and 
maximizing the benefits of digital education [14]. Recognizing the limitations of 
our work, we recommend that future research focus on digital education tools that 
can balance inclusiveness and security, and effective strategies to optimize digital 
education from the viewpoint of the national level. 

Conclusion 

Digital education is playing an increasingly important role in shaping the future of 
learning. It offers major advantages in terms of flexibility, lower costs, and 
broader access to learning opportunities. However, it also faces challenges like 
gaps in infrastructure, data security risks, and unequal access to technology. To 
fully realize its potential, countries must invest in digital tools, improve teacher 
training, and ensure that all students have the skills and resources they need. 
Future studies should focus on developing better digital learning tools and finding 
ways to make digital education more inclusive and secure. As education becomes 
more connected to technology, strong national strategies will be key to ensuring 
that no learner is left behind. 
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